Public Sector Data Management
Review

e The PM&C Review found current legislation
may pose real or perceived barriers to
effective use, sharing, linking and release of
public data.

e Attempts to maximise the value of public
sector data are potentially being held back
due to outdated understanding of legislation
and an overly cautious, low risk tolerance.



What the Privacy Act covers

e Applies to personal information: information
about an identified or reasonably identifiable
individual.

 Does not generally apply to de-identified
information: information that is no longer
about an identifiable or reasonably
identifiable individual.

e The PM&C Review found this was not widely
known or understood across the APS.


Presenter
Presentation Notes
The Privacy Act contains 13 binding Australian Privacy Principles (APPs) which set out standards, rights and obligations in relation to handling, holding, accessing and correcting personal information.

‘Reasonable’ and ‘reasonably’ are not defined in the Privacy Act. The terms bear their ordinary dictionary meaning, as being based upon or according to reason and capable of sound explanation. What is reasonable is a question of fact in each individual case. It is an objective test that has regard to how a reasonable person, who is properly informed, would be expected to act in the circumstances. What is reasonable can be influenced by current standards and practices. (Adapted from APP Guidelines, Chapter B).

The Privacy Act regulates the use and disclosure of de-identified information only in limited circumstances (for example, disclosure of certain de-identified information held by credit reporting bodies). These restrictions are not likely to hinder agency participation in the Public Sector Data Management work plan.

The Act’s definition of ‘de-identified’ differs from the commonly used technical explanation for the term. The OAIC recommends agencies adopt a risk management approach to both de-identification and confidentialisation. In this sense, the two concepts require a similar approach, that of risk management, rather than themselves being akin.
OAIC guidance material notes that, technically speaking, the Privacy Act conception of de-identification  is akin to what the National Statistics Service refers to as ‘confidentialisation’, which involves both de-identifying data and taking steps to prevent re-identification and indirect identification through comparison with other datasets (see http://www.oaic.gov.au/information-policy/information-policy-resources/information-policy-agency-resource-1-de-identification-of-data-and-information and http://www.nss.gov.au/nss/home.NSF/pages/Confidentiality+Information+Sheets). 


De-identification under the Privacy Act

e De-identifying a single dataset within an agency is a
‘use’ of the information under the Privacy Act.

* This requires consideration of the Privacy Act and in
particular Australian Privacy Principle 6, but is likely
to be possible in many cases unless a secrecy
provision in another law applies*.

Linking multiple datasets before de-identification
involves an additional use of the information.

— This again requires consideration of the Privacy
Act and any applicable secrecy provisions.
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APP 6 governs use (and disclosure) of personal information. The process of de-identification could also potentially involve a disclosure in cases where a third party undertakes the actual de-identification process.

APP 6 authorises use of information in a range of circumstances. Particularly relevant to this discussion are authorisations where:

The individual has consented (APP 6.1(a))
The individual would reasonably expect the use, and:
For personal information that falls under the Privacy Act’s definition of ‘sensitive information’ (e.g. health information): the use is directly related to the primary purpose for which the information was collected (APP 6.2(a)(i)).
For other personal information: the use is related to primary purpose (APP 6.2(a)(ii)) (the bar is lower than it is for sensitive information).

See OAIC APP Guidelines, Chapter 6, for more detail about ‘using’ personal information. 

The Guidelines describe de-identification as a routine business process, directly related to the purpose of collecting the information, which individuals may reasonably expect to occur (APP Guidelines, Chapter 6: in particular paragraphs 6.22, 6.25 and 6.28).

On this reading, if no other legal restrictions apply, de-identification would generally be an authorised use under APP 6. 

Combining different datasets before de-identification is more complex, as it involves a use (and possibly, depending on who is undertaking the de-identification process, a disclosure) of each dataset. Each use (or disclosure) would need to be considered, e.g. to determine if an exception in APP 6 applies to the use, or any secrecy provisions in other legislation.


*For example, when de-identifying an information asset, an agency may need to retain an original, unaltered copy of the record to comply with its record-keeping obligations under the Archives Act 1983. 


Privacy regulator’s de-identification
advice

* Where you have established the need and ability to
de-identify information:
— consider and choose de-identification techniques
— undertake de-identification and test effectiveness
— assess the risks of re-identification

— reassess potential risk of re-identification over time as
required.

(For more detail, see OAIC resource, De-identification of data
and information.)
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