A full list of all records to be kept by providers is available on the Investigator's
Toolkit.

6.1 Life Threatening Matters

In the case of life threatening situations the following requests can be made
through the AOCC Watchfloor or ACT Policing Operations:
e A trace on the location of a caller under s. 30 of the TIA Act
e Disclosure of information under s. 287 of the Telecommunications Act
1997
e Suspension of a carriage service under s. 315 of the Telecommunications
Act 1997. '
The AOCC Watchfloor Supervisor or ACT Police Duty Operations Manager should
be contacted in the first instance on extension s47E(d) for the AOCC or
extension s47e@) for ACT Policing for life threatening situations. Further
information can be found under Life Threatening Phone Calls on the AFP Hub.

6.2 Requests - Historical Telecommunications Data

An authorised officer must be satisfied that the disclosure of telecommunications
data by the carrier is reasonably necessary for the enforcement of the criminal
law (s. 178 of the TIA Act), for the purposes of finding a person who the AFP, or
a Police Force of a State or Territory has been notified is missing (s. 178A of the
TIA Act), or for the enforcement of a law imposing a pecuniary penalty or for the
protection of the public revenue (s. 179 of the TIA Act).

The Investigator’s Toolkit outlines the process to obtain historical

telecommumcatlonsdata i r HAS BEEN DECLASSIFIED
[ T11LD LWV A 1‘;* iAD DIC A r".y"lﬂli‘

For each|ddrrigrsjcost-schedule refer to the relevant servnce prowc[e\“ o H
Telecommunlcatlons ln t\f}fe Investhg?tors ch)oilklt ON | A e
FREEDONM OF INFOR Al LOP L0/

Request Priority and Contact]Pomts ; \.HIStDI‘ICﬁal l}equests

BY THE Jpdm b ALLIAN T AY ICE

Rating Request’ Contact pomts

The information is
required for an
Routine investigation /
intelligence probe.

Processed during business
hours. The contact points for
routine checks are the g47g@)in
each office.

Processed during business
hours. The contact points for
urgent requests are the s47e(d)
in each office.
(Thes47E(d)should be notified of
the urgent request on

S47E(d)

The circumstances are
serious and urgent. A
Urgent (excluding delayed response may
the below requests) |affect the success of
the operation.

Urgent - The information is Processed during business
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Telecommunications
Interception
Warrant Subscriber
Check

urgently required for a
telecommunications
intercept warrant in
order to preserve
evidence.

Life Threatening

The information is
urgently required to
prevent or lessen a
serious and imminent
threat to the life or
health of a person.
The requested
response time is
immediate. Follow link
for further details.

hours. The contact points for
warrant requests are the g7eq
in each office.
(Thes47edshould be notified of
the urgent request on

S47E(d)

The contact point for all Life
Threatening checks is the
AOCC Watchfloor. This applies
24 hours, 7 days a week.

(The AOCC Watchfloor
Supervisor should be contacted
on extension S4TE(d)

6.3 Requests - Prospective Telecommunications Data

An authorised officer must be satisfied on reasonable grounds of the criteria
defined under s. 180 of the TIA Act that:

« The disclosure of prospective telecommunications data by the carrier is
reasonably necessary for the investigation of a serious offence or an
offence which attracts a term of lmprlsonment of at Ieast 3 years; and

« Any interferetice with thé privacdy of ahy person)or(persens: ‘resulting from
the; dlsclosure or, use-of the data is Justlfrable and proportlonate in, the
"CIrcumstahces havlhg regard to'a range ‘of factors. This’ may mclude for
examplée; ah assessment of|the value,ofithe information sought compared
to the privacy of the user or users of the telecommunlcatlons service in

questlon

( “ \] lrfjwj'
| |

\| »/\V Cf

,i__l

~ * A | RA| =

The authorlsed ofﬂcer should ensure thesie tests are applled correctly and be
aware the request could become invalid in any future legal proceedings if it can
be shown that the privacy considerations obviously outweighed the value of any

potential data sought.

The Investigator’s Toolkit outlines the procedures to obtain prospective
telecommunications data. .

For carrier connection fees please see Telecommunication carrier fees on
Telecommunications Intercepts and Stored Communications on the

Investigator’s Toolkit.

The Investigator’s Toolkit contains the BPG Management of Access to
Prospective Telecommunications Data

6.4 Revocations - Prospective Telecommunications Data
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Revocations are only relevant to the access of prospective telecommunications
data.

An authorised officer must revoke the authorisation if they are satisfied the
disclosure of the telecommunications data is no longer required.

s47E(d) wil| cease the authorisation in the AFP interception systems prior to serving
the Authorised revocation forms on the carrier to ensure that there is no
telecommunications data received after the carrier receives the revocation,
which would constitute an unauthorised disclosure.

Revocation forms can be found on the Telecommunications Intercepts and
Stored Communications on the Investigator's Toolkit.

The Investigator’s Toolkit contains the BPG Management of Access to
Prospective Telecommunications Data

6.5 Disclosure to a Foreign Country

Disclosure from the Carrier to the AFP

In order to allow foreign law enforcement agencies (LEA) access to existing
historical and prospective telecommunications data for the enforcement of a
criminal law of a foreign country, the AFP must follow a two- step process for the
two diffdréhtadthorisatibh$ENT HAS BEEN DECLASSIFIED

The BF/’XGJ"P\'/l]af’lali_;}‘é’r'r%e'frft‘:(")fi Necess to! Historlcdl Talecommunication Information
outlines the steps for historical telecommunications data utilisingjsection 180A of
the TIA Act.

TR |

(COMMONWEALTH)
The BPG Management of Access‘ toy roquctlve Telecommumcatlon Data outlines
the steps for prospectNe telecommumcatlons data utlllsmg section 180B of the
TIA Act.
A mutual assistance request must exist before a 180B (2) authorisation can be
made. AGD will make an authorisation under 15D of the Mutual Assistance Act.

A 180B (2) authorisation can only be extended once, making the maximum
duration 42 days.

Disclosure from the AFP to a foreign LEA
A requesting officer must not disclose telecommunications data to a foreign law
enforcement agency unless the disclosure is subject to the following conditions:

o The information/data will only be used for the purposes for which the
foreign LEA requested it
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e Any data from a 180B authorisation will be destroyed when it is no longer
required for those purposes o
e Any other condition imposed by the Attorney-General Department (AGD).

An authorised officer can only make one 180B (8) authorisation a day, ensuring
that prospective telecommunications data is reviewed by the AFP before further
disclosure to the foreign LEA.

Section 180C of the TIA Act allows the AFP to disclose to a foreign LEA
telecommunications data that has previously been obtained by the AFP under
Division 4 of the TIA Act, with the exception of data previously obtained to locate
a missing person. '

Foreign law enforcement disclosure forms can be found on Data Retention on the
Investigator's ToolKkit.

$22(1)(a)(ii)

6.7 Privacy Considerations

Authorisations for telecommunications data involve an impact on an individual’s
privacy. Section 180F of the TIA Act outlines that authorising officers must be
satisfied ‘|Qn]-rea‘sqnqplq gn_pun,ds that-qnyv_inh‘tgrfe:r;eﬂccle yyith -tihg,ﬂ p?r;ivacyﬂof— any
person or persons that may result Fr&'m"the‘ disclosure or use’of the data is~
justifiable! and|propartionate; having regard(tofthe following matters: | [

o The gravity of {tHé/%cohcz‘iU'ctiBéiﬁé investigated, ‘fﬁ‘gcld’dfnthhé!z seridusness of

any offence or penalty in) relation [to\which, thie information is sought
o The reason why the disclosure is pro osed to be authorised .
o Thellikély Irélevance and usefulness! <ff the information Itd thelinvestigation.

Further information can be found on the AGD Information Sheet 19 - New
Privacy Test.

6.8 Journalist Information Warrants (JIW)

A JIW is required if an investigator intends to obtain an authorisation to access
telecommunications data relating to a journalist, and a purpose in doing so is to
identify a journalist’s source.. '

JIW forms can be found in the Investigator’s Toolkit page for Data Retention.

Your s47E(dshould be contacted prior to requesting a JIW, as they will put in
contact with the lead s47E@for all JIW related activities nationally. Engagement
with AFP Legal is required for all JIWs.
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The BPG Procedures to obtain a Journalist Information Warrant is available on
the Investigator’s Toolkit and provides further detail,

6.9 Use and Disclosure

S. 180D of the TIA Act allows the telecommunications data obtained on behalf of
a foreign LEA to be used by the AFP or further disclosed to an enforcement
agency (as defined under s. 176A of the TIA Act), where the disclosure is
reasonably necessary for the enforcement of the criminal law, a law imposing a
pecuniary penalty, or the protection of the public revenue, or if a disclosure is
made to s7(1) as is reasonably necessary for the performance of its
functions.

Sections 181B and 182 of the TIA Act set out the circumstances in which
enforcement agencies are able to use and disclose telecommunications data as a
result of an authorisation.

Pursuant to s, 182(2) an AFP appointee may, for a permitted purpose in relation
to AFP, disclose telecommunications data to another AFP appointee.

S. 182(2A) of the TIA Act allows the disclosure of telecommunications data when
the disclosure is reasonably necessary for the purpose of finding a missing
person. :

For further information please contact the s47E(d) team.

6.10 Authorisation Farms

LTS MY NMENMT LULAC REEMN N ACCTETES ‘
IS PO U IMEN LAS BEEN DECILASSIFIED
5. 183 of the TIA Act provides that all authorisations, hotifications’and

revocatjans)far actess/td téldcommbnications data must berin Written-or | [}

electronic form-and comply with such-requirenents as determined by.the.

Communications Actess Coordinator. Th-effect; this means that all requests for
access to telecommunications;data musg;bﬂem/ip the prgs}cribed format provided on
the AFP Hub - any other form will hfoF be valid. All forms are located on the

L 1ETR A "AN EENDERB AT DOY TC'E

Investigators Toolkit: AUSTRALIAN reDERA
6.11 Notification to Carrier

In line with sections 184(3) and (4) of the TIA Act, a member of the S47E(d)
(as the relevant staff member of the AFP) must notify the telecommunications

service provider or internet service provider from whom the disclosure is sought,. ‘
or from whom a revocation of authorisation is sought.

s22(1)(a)(ii)
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s22(1)(a)(ii)

THIS DOCUMENT | !/\fﬁ BEEN DECILASSIFTED
6.13 Réportifg=| EASED IN ACCORDANCE WITH THE
The AFP is Fequired o repokt/ahnually to' the /ﬁ)éx‘bé'r“t.:fné’hk o‘ﬁHc‘)H:se'lA‘fféifs g
regarding its access to telecommunlcatlons c{ata Al TH

The AFP's|report must mcldde statistics on/the nurnber; oﬁauthorlsatlons made
during the previous financial year and any other matter requested by the
Minister in relation to those authorisations

The AFP’s report must also include information on the offence types, the type
and length of retained data sought and the name of each foreign country a
disclosure was made to.

The capture and maintenance of the required statistics will be completed by s47E(d)
and TID, with relevant statistics provided to the Department of Home Affairs as
required.

Section 185 of the TIA Act stipulates that all authorisations must be retained by
the requesting agency for a period of no less than 3 years. Currently, there are
no destruction requirements in relation to authorisations or the data accessed as
a result of an authorisation.
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6.13 Commonwealth Ombudsman oversight and reporting

Pursuant to the TIA Act, the Commonwealth Ombudsman must inspect the
records of the AFP to determine the extent of compliance with the TIA Act and
report annually on:

o Histork;al Telecommunications Information requests

e Prospective Telecommunications Data requests

7. Roles and Responsibilities

7.1 Requesting Officer Responsibilities
Requesting officers must:

o Comply with legislation and AFP procedures outlined in the Investigator's
Toolkit when producing an authorisation form for consideration by the
authorising officer :

e Maintain appropriate case management records in relation to received
telecommunications data

e Ensure relevant team members are briefed on handling, use and reporting
procedures for telecommunications data.

7.2 Authorised Officer Responsibilities

In addjtio -to the Cp{mmigsjongw-qnd Dgputy Commi‘ssjongrs.the; Commissioner

has authorised that AFP'members occupyinhg, or holding the ranks of the, 'the

following management positions, | |be authorised officerss ([~ \\/ 1 [ 111
o Assistant Commiddoded INFORMATION ACT 1982
o Commander COMMONWEALTH)
e Superintendent MIVIUINVVEAL T )
+ Officer/in Charge,/ACT Policing |Intelligence. | ) |- |2 A1 ()] 1=

It is important to note that only Commanders and above make authorisations in
relation to JIWs,

Instruments of Authorisation s. 5AB(1) and s. 5AB(1A) of the TIA Act, (Refer
. Delegations and Authorisations Collection) '

Note this authority is attached to the position, not the individual, and therefore
can be exercised by those officially holding or acting in the above-mentioned
sworn positions. Authorised officers must be satisfied on reasonable grounds
that any interference with the privacy of any person or persons that may result
from the application, disclosure or use of the telecommunications data is
justifiable and proportionate to a range of matters set out in section 180F of the
TIA Act..
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For detailed information on the application and authorisation process refer to the
‘Historical Telecommunications Requests’ and ‘Considerations for Authorising
Officers’ documents located within the Data Retention page of the Investigator’s
Toolkit.

7.3%47EdResponsibilities
s47EWIll:

« Provide advice to requesting officers in the preparation of applications for
authorisations to access historical telecommunications data

« Process all requests for access to historical telecommunications data

« Maintain records of authorisations made

« Perform the role of relevant staff member in relation to notifying carriers
and carriage service providers about the authorisation of a request for:
historical telecommunications data

o Return results to the requesting officer

« Keep records in relation to the telecommunication requests and report to
the Minister and Department of Home Affairs as required

« Facilitate inspections by the Commonwealth Ombudsman

7.4 AFP Operations Coordination Centre (AOCC) Responsibilities

AOCC Watchfloor will:

« Process all historical requests marked as Life Threatening

» Perform the role of relevant staff member in relation to notifying carriers
and jcarriage servige providers.ahout the guthorisation joffa‘request for )
historical telecommunications data in life threatening situations

o /'Nssist relévant requesting lofficers in the preparation of materiallin Irelation
to the above.applications 1, MATIQN.ACT 192

«  Notifys47E(dif 4 réquest’under Division'4 of the TIA'Act is' processed outside
of business hours, ( COMMONWEALTH)

i I DA ToE

7.5 BY Thed\USTRALIResponsibinties AL POLICE
s47E)WIll:

« Provide advice to requesting officers in the preparation of material in
relation to applications for authorisations to access prospective
telecommunications data

« Provide advice to requesting officers in the preparation of material in
relation to revocations of authorisations for access to prospective
telecommunications data

« Where the request relates to Telecommunications Intercept Warrants,
liaise with | S47E(d) to determine capacity for handling the
request, and where appropriate forward the request to s47e(d) for
appropriate processing.

o Vet the relevant documents and attend S47E(d) Committees for all
Telecommunications Interception Warrants
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7.6 S4TE(d) Responsibilities

S47TE(d)will:

e Process all requests for access to prospective s47e(d) s47G(1)
s47G(1)data

« Maintain records of authorisations for access to prospective s47e(d)  s47G(1)
s47G(1data, and any related revocations

» Perform the role of relevant staff member in relation to notifying carriers
and carriage service providers about the authorisation of a request for or
revocation of disclosure of prospective telecommunications data.

« Facilitate inspections by the Commonwealth Ombudsman

e Provide an initial helpdesk role for the administration of AFP interception
systems.

8. Further Advice

Queries about the content of this guideline should be referred to:

On access to historical data:s47e(@hub page or S4TE(d)
On access to prospective data: S47E(d) Page or  s47E(d)

On legal issues: AFP Legal hub page or Legal-Advisor or the Legal Hotline
extension  s47E(d)

References
THIS DOCUMENT HAS BEEN DECLASSIFIED
Leglsléti" UMENT _”“\“ N DECLASSIFLIE
\ND RELEASED IN ACCORI , ICE WITH THE
Austra/lan Federa/ PO/ICG Act 1979 ,(Cth) TON ACT 1987
Telecommunicatiors Act 1997'(Cth) " Ny '
Telecommunications (Interéeption and Acéess) Act 1979 (Cth)
Privacy Act. 1988 (Cth) . T
Mutual Assistance in Crimina) Matters Act-1987! (Cth) OLICH

AFP governance

o AFP National Guideline on information management
o AFP National Guideline on telecommunications and stored communications

Other sources

¢ Data Retention - AFP HUB

o  S47E(d) Telecommunications - AFP Hub Page.
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s22(1)(a)(ii)

Subject: FW: Authorised Officer training mandatory [DLM=For-Official-Use-Only]

From: Stewart, David]

Sent: Fridav. 17 November 2017 4:20 PM

To: $22(1)(a)(ii)

Subject: Authorised Officer training mandatory [DLM="For-Official-Use-Only]

For-Official-Use-Only
All AFP SES/EL Members

The iAspire online — Authorised Officer training - is now available.

The eLearning training package has been developed by TID in conjunction with L&D online-
learning, AFP Legal and the Commonwealth Ombudsman'’s Office. The package provides all
AFP Authorised Officers with the key points and considerations necessary to perform the
duties of an Authorised Officer under the Crimes Act 1914, the Telecommunications
(Interception and Access) Act 1979, and the Surveillance Devices Act 2004; and to ensure
Authorising Officers:

« understand the powers and statutory obligations under the legislative regimes;

« be aware of the potential adverse consequences of authorising an investigative power
incorrectly; and

« know where to find assistance and resources to meet your obligations on the
Investigators Toolkit.

Please note: the Commissioner has directed that this training course is a mandatory
requirement for all EL and SES members before they can exerase thelr delegatlon
as an Authorised Officer according to/the relevant) legislation; ¢ TED

You will be’ ekpected to complete the trammg course by 15 December 2017

The link below can be used to access the trammg dlfectly L I

(COMMONWEALTH)

\ ! "ALIF
http://afp. pulselms com/FChent/bln/PulseC||ent asnx?dlmk 1106 DO TCE

I 71l V) » \ :‘y“;"', PO

Further information about TID activities and updated metadata processes, mcludmg amended
forms, data authorisation templates and training and reference material, and a new Better
Practice Guide on Procedures to obtain a Journallst Information Warrant is available on the
Investigators Toolkit.

All investigators and Authorised Officers are expected to familiarise themselves with
contemporary content pertaining to data retention and Journalist Information Warrants.

The training should take about 60 minutes to complete and has 16 questions embedded
which you are require to obtain 80% correct to successfully complete the training.

MAOCC will be undertaking weekly audits of the.level of completion of the training. If you do
not complete the package within the allocated 4 week period you will not be permitted to use
your delegation as an Authorised Officer pursuant to the Crimes Act 1914, the

" Telecommunications (Interception and Access) Act 1979, and the Survelllance Devices Act
2004 until completed.
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Regards,

DAVID STEWART
ASSISTANT COMMISSIONER
SUPPORT CAPABILITY

Tel A $22(1)(a)(ii)
www.arp.gov.au

POLICING FOR |
A SAFER AUSTRALIA

For-Official-Use-Only
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AFP Authorised Officers access to telecommunications metadata - AFP Hub Page 1 of 7

Welcomk s22(1)(a)(ii)

@“%AFP Investigator’s Toolkit

AFP Hub > Operational info and resources > Investigator's Toolkit > Special projects > AFP Authorised Officers

access to telecommunications metadata

AFP Authorised Officers access to
telecommunications metadata

Overview
This page will cover:

e TIA Act telecommunications data retention regime

« information available from the carriers

« authorisation types

e privacy considerations

« Journalist Information Warrants

« obligations of an AFP Authorised Officer (AO)

o common errors identified ‘

o overdight by Commdnwealth Ombudsman [ ECLASS TFIED

 relevant areasEASED IN ACCORDANCE ©

Regime FREEDOM OF INFORMATION ACT 198!
(COMMONWEALTH)

o limited, the range /c\)tj‘?gepzcie;glthafg are able to access . .
telecommunications data 'and stored communications'

 established a journalist information warrants (JIW) regime

» created the Public Interest Advocate role to provide further oversight
in relation to JIWs

« requires record-keeping on the use of, and access to
telecommunications data

» enables the Commonwealth Ombudsman to assess agency compliance

» required carriers to maintain data records.

Data set
Carriers and ISPs retain these six kinds of information for two years (unless
exempted)

1. subscriber and account information

FOI - CRM 2019/255 Folio - 103
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source of a communication

destination of a communication (not ISPs)

date, time and duration of communication

type of communication (MMS, SMS, IP address information, voice mail,
email, etc.)

6. location of device.

W = 1

Location identifies the closest relay tower/s where the service/equipment
was being used.

Authorisations - Domestic - division. 4

An AO must not make an authorisation under s178, s178A, s179 or s180 if .
the person subject of the disclosure is a journalist or an employer of such
and a purpose for making the request is to identify a possible source,
without obtaining JIW.

Only a Commander and above may make an authorisation where a JIW is
required, and has been obtained.

An AO under s5AB(1) can issue

e s178 - enforcement of the criminal law

» S178A - locate missing persons

o 5179 - protection of public revenue/enforcement of criminal law/law
lmposmg pecumary penalty, Wthh authonses dlsclosure of historical
(ex15tmg) mformatron ! A 1F1ED

« Slbsdribet lchecks, SIPND, IGerR6 CCORDANCE WITH THE

« s180 = State; Territory jor Commonwealth offence sentence 3years or
more authonses the dlsclosure of prospectlve mformat|on for a period
of effect of 45days (LOM INVVE

BY THE AU :,,«'"“r-:‘i;taLL*—xi\! g‘iZL"EHAL: POLICE

S4TE(d), s47G(1)

Authorisations - Foreign division 4A

There is no provision under section 180A, 180B, 180C,180D in relation to
access or disclosure for a foreign law enforcement agency (FLEA) for a
Journalist Information Warrant. The AO must not make an authorisation
that would authorise the disclosure of information or documents relating to
a person who is working in a professional capacity as a journalist; or an
employer of such a person; and where a purpose of making the
authorisation would be to identify a source.

There is also no provision to disclose information to a FLEA under 180C, if

FOI - CRM 2019/255 Folio - 104
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that information was obtained under an authorisation made under section
178A (missing persons).

An AO authorised under s5AB(1A) for the purpose of enforcement of the
criminal law of a foreign country with a minimum sentence of 3 years or
involves an act or omission that if it had occurred in Australia would have
constituted a serious offence (minimum sentence 7years) can issue a:

o s180A - access to historical (existing) information

» s180B - access to prospective information.

o an MAR must be in place prior to the s180B authorisation being made.

» 5180C - secondary disclosure historical (existing) information resulting
from a s178 or s179, s180 domestic authorisation or

e s180D - authorisation to disclose information received under Division 4
to the organisation or a law enforcement agency and/or the use by the
AFP for the enforcement of the criminal law or enforcement of the law
imposing a pecuniary penalty.

Privacy considerations

Why privacy considerations are paramount

The Act was designed to protect the privacy of telecommunications. The
data retention amendment added extra protection, including the JIW
regime. The basis of the amendment being the fundamental right to
privacyy freedom, of expressigpincluding fthefigedqm fq sqekaRegiv nd
impart information and ideas of all kinds, o e
Basically/the freedom’of the press by ehsuting the correct \bkdtection ffor
sources. FREEDOM OF INFORMATION ACT 1982

TANAATE A il
LONWEALTH)
|
|

What does this mean to anAd

i1 i AN K ] i ] = =2 A
| = “‘.‘! 1'\1 CHRA |

P28 11

A precis of 180F of the Act sta’tés tha"t before én AO rﬁakés an éuth‘orisation
under Division 4 or 4A

. the AO must be satisfied on reasonable grounds, from information provided
by the applicant that any interference with the privacy of any person or
persons that may result from the disclosure or use of the
information/documents specified is justifiable and proportionate having
regard to

« the seriousness of the offence, including any pecuniary penalty and/or
protection of public revenue in relation to which the authorisation is
sought

« whether the authorisation is sought for the purpose of finding a
missing person

« the likely relevance and usefulness of the information or documents
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« the reason/s why the disclosure or use concerned is proposed to be
authorised.

Note: An authorisation cannot be made under Division 4A, for the
disclosure of

o information relating to a journalist (or their employer), where a
purpose is to identify a source, because you can’t get a JIW; or

« information obtained under an authorisation made under section 178A
(missing persons) (s. 180C(1)).

Journalist Information Warrants

The data amendment regime added the extra privacy provisions to prevent
access to historic or prospective data if the person subject of the disclosure
is a journalist or an employer of such and a purpose for making the request
is to identify a possible source without a JIW.

Note: Only a Commander and above can approve the commencement of a
JIW process and authorise any authorisations required under it.

The role of the Public Interest Advocate (PIA)

PIAs are appointed by the Prime Minister to review JIW applications and
provide submissions to the issuing authorities in relation to a decision to
issue, or rafuse to issue a JIW and/or decisions about condltlons ar .
restrlctlons (if any), that are to be*specmed mithe Warrant IFLED
\ND RELEASED IN ACCORDANCE WI 1 | THE
Other Requlrements F INFORMATION ACT 1
LNFURIMIA TLUN AL J

The Commissioner must,! as'sb8h as practlcable, prowde to the Minister and
the Ombudsmame|lE AUSTRALIAN FEDERAL POLICE

o copy of the journalist information warrant and

« any authorisations made under the warrant.

The Commissioner may revoke a journalist warrant at any time and must
do so if satisfied that the grounds on which the warrant was issued to the
agency have ceased to exist. The Commissioner, under 180W(2), may
delegate this power to a ‘certifying officer’ (Commander and above).

Refer to the BPG on procedures to obtain a Journalist Information Warrant.

What if the journalist is being investigated for a serious criminal
offence and a purpose of the authorisation is not to identify a
source?

The Act defines the requirements of obtaining a JIW as related to the
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identification of a source. Where there are any concerns in relation to
obtaining the data of a journalist (or their employer), AFP Legal should
‘always be consulted prior to the making of any authorisations.

Only a Commander and above can authorise authorisations under a JIW.

Obligations of an AO

Under section 180F of the TIA Act, before making an authorisation under

Division 4 or 4A, the AO must be satisfied on reasonable grounds that any
interference of the privacy of any person/s is justifiable and proportionate
to the gravity of the conduct being investigated, as well as other matters.

This is achieved by

« applicants providing sufficient information in the application or via
other briefing methods to the AO to enable the assessments to be
made to grant the authorisation

« AO needs to be able to articulate their reasoning against the criteria
under section 180F if their decision'is tested.

Templates for requests and authorisations are located on the Investigators
Toolkit.

Obligations of an AO recap

. authorisations must/Belissued before lany! disclogure/of ihfd rmation
« consider whether,a JIW)is required (R DANCE WITH THE
. authorlsatlon cannot be made under D[VlSlOﬂ 4A (FLEA), Na A

circumstances wHere a JIW would be' requlreclj or for disclosure of
178A (missing persons) ifformation\/ =/ | ,

« authorisation for s180B (FLEA) ‘vp:r_qs:p‘eqtl‘yegn}forma‘giqn., must-have an
MAR in place ﬁrst - S

« authorisations must use the templates on the Investigators Toolkit

« authorisations must only be issued when the matters outlined in s180F
are satisfied

« records must be kept to demonstrate that authorisations were properly

made.

TH)

Processing areas

Historic authorisation request forms is located on the Data Retention page
and are processed by S47E(d)

« forms are completed electronically and are automatically emailed to

the AO
« AO considers the request and approves or rejects, if approved the form
is emailed to S47E(d)
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« results are emailed to the requesting officer when available.

S$180(2) Prospective authorisation request form is located on the
Investigators Toolkit and are processed by S47E(d)

S47E(d)

« form is completed either manually or electronically and is either
presented or emailed to the AO

« AO considers the request and approves or rejects, if approved the
authorisation is emailed to  s47E()

S47E(d)

Common errors

Common errors identified in the s180(2) prospective data authorisations
include

« no offence category selected

« incomplete legislation listed

« correct offence with incorrect legislation
« AO signing but not dating manual copies.

As previously mentioned the AO must have the ability to articulate the
reason for, authorising the request if tested, thls mcludes the assurance of
the con{ent of the authorisation. TID maintains a self disélosure reglster for

the purposeof Commonwealth/ Ombudsman‘inspections and provides |

feedback ta both lnvestlgators and appllcants if errors\are, 1dent|ﬂed

Record keepmg requlrements IONWEALTH)

TR \ N FEDERAI
s186A: Obligation to keep records in relation to Authorisations:

« each authorisation

« if authorisation/revocation was properly made

use and disclosure of information obtained under authorisation
evidentiary certificates.

All authorisations, results and associated documentation including the self
disclosures registers are stored and maintained centrally within TID for
reporting purposes to the Commonwealth Ombudsman.

Further information

« Investigators Toolkit
o Better Practice Guides

FOI - CRM 2019/255 Folio - 108
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Welcome  s22(1)(a)(ii)

AFP Investigator’s Toolkit

A
N
FAToA AUSTRALIAN FEDERAL POLICE

Back to The Hub

AFP Hub > Operational info and resources > Investigator's Toolkit > Special projects > Data Requests - Information

for Requesting and Authorising Officers

‘Data Requests - Information for Requesting and
Authorising Officers

Section 180(4) and 180H(1) of the Telecommunications (Interception and Access) Act
1979 (the Act) state:

The authorised officer (AO) must not make the authorisation unless he or she is
satisfied that the disclosure is reasonable necessary for the investigation of a serious
offence, or an offence against a law of the Commonwealth, a State or a Territory that is
punishable by imprisonment for at least 3 years.

An AO must not make an authorisation under section 178, 178A, 179 or 180 of the
Act that would authorise the disclosure of information or document relating to a
particula]r pfrson if:
M1l DO
a. the A knpws prreasonaly belieyes thatpatisylenpersomg b+ THE
. aperson wha is working in a professional capacity as a journalist, or
ii. an'employerof sucha person,and’ '/t P I 150~
b. a purpose of the authorisation would beto'identify a another person whom

the AO knows ‘o,rrea§qnably‘bel1‘ieves|\t‘o beasource,|, M TC
)1 | T A | i \LIAIN rELU AL | LA

UMENT HAS BEEN DECLASSIFIE]

Unless a journalist information warrant (JIW) is in force, in relation to that particular
person.

Note: There is no provision under Division 4A section 180A, 180B, 180C, 180D in
relation to access or disclosure for a foreign law enforcement agency for a JIW.

For further information in relation to circumstances and procedures in relation to
journalist sources review the Better Practice Guide on the Procedure to obtain a
Journalist Information Warrant.

If a journalist is the subject of the investigation and there is uncertainty about the need
for a JIW contact AFP Legal to obtain guidance.

The application

"FOI - CRM 2019/255 Folio - 110
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The requesting officer is required to:

S47E(d)

e provide information linking the POI to the offence for example, s47E(d), s37(2)(b)

S47E(d), s37(2)(b)

e information supplied must be contemporaneous

THIS DOCUMENT HAS E(}EE\! DECLASSIFIED

S47E
AND. RELEASED TN ACK r\m YANCE \ ;r*r;:, THE
° prospectxveﬁdata requests can bl} authorlsed only t(g)\mvestlg/;te offen é' '

pumshabl\e by lmprlsmment of at Idakt thiel years'not just to gather' intelligence.
(COMMONWEALTH)
BY THE AUSTRALIANPEDERAL POLICE
« ensure the correct offence section and legislation is included on the Authority or
it will be rejected :

The Authorisation
The AOs are required to ensure:

« A s180(2) is not granted if it relates to the circumstances delineated under
section 180H without a JIW and/or any uncertainties in relation to circumstances
surrounding an investigation into a journalist and/or employer have been
addressed with AFP Legal.

o the legislation section and Act is complete and correct

« after reviewing the privacy considerations the information provided by the
applicant sustains the decision to grant the Authority

o the period of effect requested is within the legislated 45 day time frame

FOI - CRM 2019/255 Folio - 111
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« adequate information is available to articulate the decision making process, if
required by the Commonwealth Ombudsman during inspection

Guidance on new privacy consideration

Last modified: 19/05/2017 15:58 | Review due: 12/10/2016 | Author: "> s47E(d)
This page is classified as UNCLASSIFIED | © Commonwealth of Australia 2018
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' AFP Process for the enforcement of a criminal law of
AUSTRALIAN FEDERAL POLICE a for elgn country

Sections 180A and 180C allow Foreign Law Enforcement Agencies (FLEA) access
to existing information or documents (historic telecommunications data) for the
enforcement of a criminal law of a foreign country.

Note: There is no provision under section 180A, 180B, 180C,180D in relation
to access or disclosure for a foreign law enforcement agency for a Journalist
Information Warrant. The Authorising Officer must not make an authorisation
that would authorise the disclosure of information or documents relating to a
person who is working in a professional capacity as a journalist; or an employer
of such a person; and a purpose of making the authorisation would be to identify,
a source.

180A - Authorisation for access to existing information or documents
for enforcement of the criminal law of a foreign country

180A applies if the information has not prewously been disclosed by the carrier
to the AFP.

This process entails:
o The AFP applies for the information on behalf of the FLEA;
o The telecommunications carrier then provides the information to the AFP; and

o The AFP|(subjectito laqwsamtlsatlon) provides the|infoermation; to the FLEA.

Direction for Invashgators v“\l ACCORDAN( ﬁ.i‘ WITH THE

\| | J CT 1980
180A(2) - Authorlsmg dlsclosure fronj cayrrlefw ’co f_he AFP o '
d ﬂ U] ‘11/\5 ::lfH“Q | \ I )
To be used for the dlsclos]ure of hlstorlcal telecommumcat{ons data‘from an -
Australian télecommunications carrler to'the AFP'forthe enforcementof a

criminal law of a foreign country. The request is conducted by the AFP on behalf
of the FLEA. The carrier provides the information to the AFP.

b /J 1' .,L‘.

1. Complete the 180A(2) form and submit to an approver listed in the
5AB(1A) authorised officers list.
2. Scan and send the approved form via PROMIS task to S47E(d)
s47E(d)  to action.

3. Upon receipt of results, ensure they are uploaded to the relevant PROMIS

case.

QR OFFICIAL USE ONLY
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180A(4) - Authorising disclosure from the AFP to FLEA

To be used for the disclosure of historical telecommunications data from the AFP
to the FLEA for the enforcement of a criminal law of a foreign country.

1. Complete the form and submit to an approver listed in the 5AB(1A)
authorised officers list.
2. Send approved form via PROMIS task to S47E(d) for

information.

180C - Secondary disclosure for the enforcement of the criminal law of
a foreign country

Allows the disclosure of information that has previously been obtained-under
Division 4 - Part 4-1 (sections 178, 179 & 180, with the exception of 178A -
missing persons).

This process entails:

o The AFP (subject to any sanitisation) provides information previously obtained
under an existing s178, 179 or 180 authorisation to the FLEA (excludes
s178A).

Direction for Investigators
\‘7‘3 il | /Vy" | =
180C 1Authorué:mg dlsclosure from the AFP to FLEA = =
j";“’l-‘ ~;1 ‘ H‘,]\;i ) {ﬂj :/(‘T { { "J'J‘\ }"‘“-ljll l’ \/‘J’i‘é‘ ‘;];
To be used for, theldlscl‘osufe of Rrjejvxously obtalned hlstorlcal 1
telecommunications’ datd from the AFP to the' FLEA forthe' enforcement of a

criminal law of a foreign country;./ INWEALTH)
1. Complete the fformland submit ‘t‘o"ah}abdro’ve'rflistéd in-the |5AB(1A)

authorised officers list.

2. Send approved form via PROMIS task to S4TE(d) for

information.
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