W Australian Government

£ Office of the Australian Information Commissioner

Our reference: FOIREQ18/00175
Ms Verity Pane

By email: foitrequest-4924-64e4e2af@righttoknow.org.au

Your Freedom of Information request - Decision on access
Dear Ms Pane,

| refer to your request for access to documents under the Freedom of Information Act 1982
(Cth) (the FOI Act), received by the Office of the Australian Information Commissioner (OAIC)
on 1 November 2018. You requested:

copy of any document, including text messages or any other recognised form of
documents by the Act, held by the OAIC (as defined by the Act), that relate or refer to
DVA FOI [reference no]

On 20 November 2018 an officer of the OAIC sought clarification as to the scope of your FOI
request.

On 21 November 2018 you responded and advised that:

| *exclude* from scope any emails sent by me, unless they are part of a chain of the
OAIC’s communications. My email address is to be redacted.

References to provisions in this decision record are to those in the FOI Act, unless otherwise
stated.

Decision
| am an officer authorised under s 23(1) to make decisions in relation to FOI requests.

I have identified 31 documents falling within the scope of your request. | have decided to
grant you access to 22 documents in full, redacting only material that you have excluded
from your request as irrelevant, being out of scope. | have decided to grant you access to
nine documents in part, with exempt material deleted under ss 47E(d) and 47F.

A schedule describing each document and the access decision | have made is at Appendix A
to this decision.

1300 363 992 T+6129284 9749 GPO Box 5218 WWW.0aic.gov.au
enquiries@oaic.gov.au F +612 9284 9666 Sydney NSW2001  ABN 85249 230937




Reason for decision

Material taken into account
In making my decision, | have had regard to the following:

e your freedom of information request of 1 November 2018 and your email of 21
November 2018

e the documents atissue
e. theFOIAct, in particular ss 11A(5), 22, 47E(d) and 47F

e the Guidelines issued by the Australian Information Commissioner under s 93A of the
FOI Act to which regard must be had in performing a function or exercising a power
under the FOI Act (the FOI Guidelines), particularly at [3.95]-[3.100], [6.4]-[6.28],
[6.95]-[6.108], [6.120]-[6.123], [6.124]-[6.157] and [6.161]-[6.172]

e submissions from the Department of Veterans’ Affairs (Department)
e information obtained from an individual departmental officer.

Personal privacy conditional exemption (s 47F)

| have decided that documents 1, 2, 6, 8, 12 and 17 are conditionally exempt in part under
s 47F. The relevant material is the surname of an officer of the Department.

Section 47F conditionally exempts documents where disclosure would involve the
unreasonable disclosure of personal information of any person.

‘Personal information’ in the FOI Act has the same meaning as in the Privacy Act 1988 (Cth)
(Privacy Act). Under s 6 of the Privacy Act, ‘personal information’ means:

Information or an opinion about an identified individual, or an individual who is
reasonably identifiable:

a) whether the information or opinion is true or not; and
b) whether the information or opinion is recorded in a material form or not

| am satisfied that the surname of the departmental officer is personal information.

In determining whether disclosure of personal information would be unreasonable, s 47F(2)
requires me to have regard to the following matters:

e the extent to which the information is well known



e whether the person to whom the information relates is known to be (or to have
been) associated with the matters dealt with in the document

e availability of the information from publically accessible sources

e anyother matters | consider relevant.

Where a public servant’s personal information is included in a document because of their
usual duties or responsibilities, it would not be unreasonable to disclose the information,
unless special circumstances exist (FOI Guidelines at [6.153]).

Documents 1,2, 6, 8, 12 and 17 contain the full name of a public servant, appearing in the
context of the documents as part of their usual duties and responsibilities.

Having conducted Internet searches, | am satisfied that the information is not well known,
the individual is not known to be associated with the matters in the document and the
information is not otherwise publicly available.

The Department has provided submissions stating that the individual has identified special
circumstances that would make it unreasonable to disclose the surname in documents 1, 2,
6,8,12 and 17. | have also considered information obtained confidentially from the
individual setting out details of the special circumstances.

Pursuant to s 26(2), this decision record is not required to contain reference to any matter
thatis of such a nature that its inclusion in a document of an agency would cause that
document to be an exempt document.

I have considered the submissions provided by the Department and the individual and | am
satisfied that special circumstances exist in this case that mean that disclosure of this
officer’s surname would be unreasonable. The surname of the departmental officer is
conditionally exempt under s 47F.

Public interest test (s 11A(5))

Under s 11A(5) access must be given to a conditionally exempt document unless in the
circumstances giving access would, on balance, be contrary to the public interest. In
determining the public interest, | am to have regard to the factors favouring access set out in
s 11B(3), where relevant.

In relation to the personal information that is conditionally exempt under s 47F, | do not
consider that any of the factors would favour disclosure. Rather, | consider that there is a
significant factor that weighs in favour of non-disclosure. Namely, that release of the
information could reasonably be expected to prejudice the protection of an individual’s right
to privacy (FOI Guidelines at [6.22(a)]).

On this basis, | have decided to refuse access to the personal information.



Documents affecting certain operations of agencies (s 47E)

| have decided that part of document 31 is conditionally exempt from disclosure under
s 47E(d). Document 31 contains the network address for the OAIC’s IT system. | have found
this material is conditionally exempt.

For a document to be conditionally exempt under s 47E(d), it needs to be shown that
disclosure would, or could reasonably be expected to, have a substantial adverse effect on
the proper and efficient conduct of the operations of the agency.

The FOI Guidelines at [6.101] and [6.103] provide:

For the grounds in ss 47E(a)-(d) to apply, the predicted effect needs to be reasonably
expected to occur. The term ‘could reasonably be expected’ is explained in greater detail in
Part 5. There must be more than merely an assumption or allegation that damage may occur
if the document were to be released.

An agency cannot merely assert that an effect would occur following disclosure. The
particulars of the predicted effect should be identified during the decision making process,
including whether the effect could reasonably be expected to occur. Where the conditional
exemption is relied upon, the relevant particulars and reasons should form part of the
decision maker’s statement of reasons, if they can be included without disclosing exempt
material (s 26, see Part 3).

The FOI Guidelines explain that ‘substantial adverse effect’ means that the expected effect
needs to be both ‘substantial’ and ‘adverse’. The term ‘substantial adverse effect’ broadly
means ‘an adverse effect which is sufficiently serious or significant to cause concernto a
properly concerned reasonable person’.

In the Administrative Appeals Tribunal (AAT) case of Diamond and Chief Executive Officer of
the Australian Curriculum, Assessment and Reporting Authority [2014] AATA 707, Deputy
President Forgie discussed that for a claim under s 47E(d) to succeed, the substantial
adverse effect that would, or could reasonably be expected to, occur must be on the ‘proper
and efficient conduct of the operations of an agency’. Deputy President Forgie explains that
the ‘ordinary meanings of the word “operation” in this context’ includes ‘an act, method or
process of working or operating.’

In the Information Commissioner review (IC review) case of ‘AW’ and Australian Taxation
Office (Freedom of information) [2014] AICmr 1 (‘AW’), the then Freedom of Information
Commissioner considered the decision by the Australian Taxation Office (ATO) to exempt
user IDs under s 47E(d). The user IDs are used by ATO staff to access the ATO’s IT system. The
Commissioner found that disclosing the user IDs ‘would have an adverse effect on the
security of the ATO’s IT systems, and could reasonably be expected to have a substantial
adverse effect on the proper and efficient conduct of the ATO’.



In deciding whether disclosure of the network address of the OAIC’s IT system, would or
could reasonably be expected to, have a substantial adverse effect on the operation of the
OAIC, I have had regard to the OAIC’s functions and responsibilities.

The OAIC collects and stores a range of personal and financial information about members
of the public. The network address contains information about the OAIC’s IT system
(including the network location and storage of information). | consider that disclosure of this
information could compromise the safety and security of the storage of the information held
by the OAIC. The impact of any compromise to the safety and security of the OAIC’s
information systems would result in a serious adverse impact on the functions and
responsibilities of the OAIC.

| consider that the disclosure of the network address of the OAIC’s computer system could
reasonably be expected to have a substantial adverse effect on the proper and efficient
conduct of the OAIC’s operations.

| have decided that the network address of the OAIC’s IT system in document 31 is
conditionally exempt from disclosure under s 47E(d).

Public interest test (s 11A(5))

In relation to the information that is conditionally exempt under s 47E(d), | have identified
one public interest factor that would favour disclosure - that disclosure would promote the
objects of the FOI Act. However, | do not consider that this would do so to any great extent.

Against this factor, | consider that disclosing the network address for the OAIC’s IT system
could:

e reasonably be expected to have an adverse effect on the safety and security of the
OAIC’s IT system

e reasonably be expected to prejudice the privacy rights of members of the public. If
the OAIC’s network address is disclosed this may expose the personal information of
members of the public who make privacy complaints to the OAIC to unauthorised
access, modification and disclosure

e could reasonably be expected to harm the interests of an individual or group of
individuals.

On balance, | consider that the factors against disclosure outweigh the factor in favour of
disclosure . I have therefore decided that it would be contrary to the public interest to give
you access to the information that | have found to be conditionally exempt under s 47E(d).



Irrelevant material (s 22)

Section 22 provides that irrelevant information can be deleted from a document ifitis
reasonably practicable to prepare a copy of the document modified by deletions, and the
modified copy would not disclose the irrelevant material.

I have considered your email of 21 November 2018 and | have excluded from scope emails
sent by you, unless they are part of a chain of the OAIC’s communications. | have also
deleted your email address as irrelevant to your request.

Yours sincerely,
(o clostod €

Cate Cloudsdale
Senior Lawyer

3 December 2018



If you disagree with my decision
Internal review

You have the right to apply for an internal review of my decision under Part VI of the FOI Act.
An internal review will be conducted, to the extent possible, by an officer of the OAIC who
was not involved in or consulted in the making of my decision. If you wish to apply for an
internal review, you must do so in writing within 30 days. There is no application fee for
internal review.

If you wish to apply for an internal review, please mark your application for the attention of
the FOI Coordinator and state the grounds on which you consider that my decision should be
reviewed.

Further Review

You have the right to seek review of this decision by the Information Commissioner and the
Administrative Appeals Tribunal (AAT).

You may apply to the Information Commissioner for a review of my decision (IC review). If
you wish to apply for IC review, you must do so in writing within 60 days. Your application
must provide an address (which can be an email address or fax number) that we can send
notices to, and include a copy of this letter. A request for IC review can be made in relation to
my decision, or an internal review decision.

It is the Information Commissioner’s view that it will usually not be in the interests of the
administration of the FOI Act to conduct an IC review of a decision, or an internal review
decision, made by the agency that the Information Commissioner heads: the OAIC. For this
reason, if you make an application for IC review of my decision, it is likely that the
Information Commissioner will decide (under s 54W(b) of the FOI Act) not to undertake an IC
review on the basis that it is desirable that my decision be considered by the AAT.

Section 57A of the FOI Act provides that, before you can apply to the AAT for review of an FOI
decision, you must first have applied for IC review.

Applications for internal review or IC review can be submitted to:
Office of the Australian Information Commissioner

GPO Box 5218

SYDNEY NSW 2001

Alternatively, you can submit your application by email to foi@oaic.gov.au, or by fax on
02 9284 9666.




Accessing your information

If you would like access to the information that we hold about you, please
contact FOIDR@oaic.gov.au. More information is available on the Access our
information page on our website.

Disclosure log

Section 11C of the FOI Act requires agencies to publish online documents released to
members of the public within 10 days of release, except if they contain personal or business
information that it would be unreasonable to publish.

The documents | have decided to release to you do not contain business or personal
information that would be unreasonable to publish. As a result, the documents will be
published on our disclosure log shortly after being released to you.



1E60ET 6V S8 NGY  T00T MSN AsupAs 9996 #8267 T9+4  ne‘rodieod@saumbud

ne‘no3+d1eo mmm 8175X090dD  6VL6¥8T6TT9+L 766 £9€ 00€T

7T S J9pun pajoepal |eliaiew JUBAS|D.LI YHM 9Ses)ay Jlewsy 810z 3snSny T¢ L

ALy ved uases)dy JlEWS 01 JUBWYIENY |  8TOZ ISn8nY ¥T 9
7T S Japun pajoepal |elialew JUBAS|DL] UM 9Sed)ay Jlews o) Juswydey | 8TOZ IsnSny ¢ S

7T S J9pun pajoepal |elialew JUBAS|DII] YHM 9Sed)ay Jlews oy 3uswydey | 810z Isn3ny GT ¥

1IN} Ul 9sea)ay Jlews 03 jusawydeny | 810z IsNSnyGT €

1LY : 7T S Jopun pajoepal |eliaiew JUBAd|D1] UHM 9sed)ay Jlews 03 juswydeny | 8T0ZIsN3ny o€ r4
ALy ued uj ases|ay llew3 810z 3sn3ny o€ T

“oN
uondwaxzy SS320Y U0 uoisidag uondisaq ajeq juawindog

G.T00/STOIYIOL Ou 3sanbaJ uoijeW.IOU] JO WOPIAIS - SYUBWINIOP JO 3|NPaYIS :T Xipuaddy

JJUOISSIUINIO)) UON)BULIOJU] UBI[RIISNY ) JO RYJO

JURUIULIDAOY) UeRl[eIISNy




7T S Japun pajoepal |elialew JueAd a4l Y3Im 9sed)ay yeiqg 810z Jaquiardas / 8T

4L Med uj ases)ay yead 8T0T 49qwia1das £ LT
NTENEIEN] Jlew3 8T0Z Isn8ny T¢ 9T

7T S Jopun pajdepal |elialew JUBAS|D.II YIIM 3Sed)aYy Jlew3 8T0Z 3sn8ny T¢ GT

7T S Japun paljoepal |elialew JueAa)alll Y3Im asea)ay Jlewy 810z Isn3ny 1€ T

7T S J9pun pajoepal |elialew JUBA|B.II YIIM 3SeD)aYy leWS 03judWYOeRY | 8TOT 1sn8ny 0¢ €T

EVA7 Med ul ases)ay ]lews o)1 juswiydeny 810T ¥sn3nY ¢ T
77 SJ9pun paloepal |eLIalew JUBAS|D.I1 YIIM 3Se)9y :mEo 0} Juswydeny 8107 1Sh8nY ¢ 1T

7T SJ9pun pajoepal |ela}ew JUBAd|a.d1 YHM 3Sed)9y ]lews 03 Juswydeny 8T0Z ¥sn8ny ST 0T

NWIENCEIEN ]lewsa 03 Juswydeny 8T0Z ¥sn8ny ST 6

ALy Med ui aseajay Jlewy 8T0Z I1sN8ny 1€ 8




| AUEN-EIEN Jlews 8T0T J2qwa1das 8T 67

7T S Japun pajoepal |elidlew JUBA]aLI] YHM 9Sed]9y 1elq 8T0T 12qwia1das T 8T

1IN} Ul 8sealsy Jlewy 8T0T 1oqwi1das ¢T LT

1IN} Ul asea)ay 1eiq 8107 Jaqwia1das 1 9z

7T S Jopun pajoepad |elidlew JUBA]II] UHM 9Sed]y Jlew3 8T0Z Jaqwia1das ZT 6T

]I} Ul asea)ay Jlews 03 JusWYdeY | 8TOT Jaqwaidas / v

7T S Jopun pajoepal |elialew JUBA]D.II UM 3Sed)ay Jlewy 8T0T Jaqwia1das ZT €T

4l¥ ped uj aseajay Jlews 0} JusWydeny | 810z Jaquiadas £ 44
419 ped ul asea|ay Jlew3 8T0T Jaqwiardas £ 1C
7T S Japun paldepal |elidlew JUBA]III UHM 9Sed]9y ]leWw?a 0} usWYdeny | 80T Joquiardas £ 0T

7T S Japun pajoepal |elialew JUeAd|all UM 95edlay Jlew3 8T0T Jaqwia1das / 6T




(P)3Ly

1ed ul asessy

1odal anjosay

8T0C 19qWIAAON ST

1€

77 S Japun pajoepal |elialew JUeAS D11 YIIM 9Sed]9Y

yelq

8TOC 19qWIBAON T

0€




	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12

