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Self registering 

• Most people have registered themselves or their children for a MHR in 
one of the following ways: 

- online via a myGov account; 
- when completing a Medicare enrolment form (for a newborn); 
- at a Medicare Service Centre; or 
- by calling the Help line on 1800 723 471. 

Assisted registration 

• You may have been assisted to register at a general practice or hospital. 
This may have occurred by completing a form or electronically. 

MHR opt out trials 2016 

• Just under 1 million Australians were registered for a MHR in 2016, during 
the Department of Health’s opt out participation trials. 

• These trials were held from March to November 2016 in the Nepean Blue 
Mountain region of New South Wales and Northern Queensland area. If 
your address registered with Medicare was in a trial area at the time, you 
would have received a letter informing you that you were going to get a 
MHR. After the 2016 trial opt out period ended, records were created for 
individuals who did not elect to opt out. 

Personally Controlled Electronic Health Record is now a MHR  

• The MHR system was once called the Personally Controlled Electronic 
Health Record (PCEHR) and the eHealth record. It’s possible that you may 
have registered under PCEHR or eHealth, and didn’t know the name had 
changed to MHR. 
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• At 9:00pm AEST Thursday, 8 February 2018, Australian pharmacists held a 
‘TweetChat’ with MHR as the primary topic.  

- The Agency participated via colleagues who are pharmacists on 
Twitter. 

- This had more than 60,000 opportunities to see (impressions). 

• A presentation was given to CEO Parliamentary 
Forum at Parliament House. 

• Federal Member for Farrar Sussan Ley, collaborated on an event to 
celebrate Berrigan as the first MHR ‘connected town’. 

• The new MyHealthRecord.gov.au website was launched in April 2018. 

- Prior to this new website, nearly a million people had visited the old 
site (983,633). 

- Between the site launched and the commencement of the opt out 
period, 560,000 unique visitors spent more than two minutes and 
read up to three pages per session. 

• The Agency provided parliamentary briefing letters and packs to all 
76 Senators and 150 sitting federal members, for the benefit of electorate 
offices and constituents. 

• Televised National Press Club Address by Mr Tim Kelsey on 24 May 2018. 

• A letter was sent to 680,000 Australian Health Practitioner Regulation 
Agency registered health practitioners and 40,000 members of the 
National Alliance of Self Regulating Health Professions. 

• The Agency hosted the MP and senators briefing at Parliament House on 
Tuesday, 19 June 2018. 
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• 30 video case studies (across opt out) featuring consumers and clinicians 
available on the MHR website, via social channels and available for 
download. All will be available in 3x time lengths. 18 have been released, 
two are being delivered for release the week of 12 October 2018 and the 
remaining 10 are currently in various stages of post-production. 

• The Agency has 47 clinical digital experts who are available for media and 
event appearance to discuss clinical concerns with consumers. 

• The Agency is also starting to work with DHS outreach teams (Community 
Engagement Officers, Multicultural Service Officers, and Indigenous 
Service Officers) to educate their 240 staff members nationally so they 
can include information about MHR in their outreach with the 
community. 

Digital 

• Daily updates across the MHR social media channels, including Facebook, 
Instagram, Twitter, LinkedIn and YouTube.  

• Activity via partner social channels including Primary Health Networks and 
stakeholders with social media kits and tiles provided. 

• Responses to valid queries received on social channels to connect people 
with information or refer to the Help line or other referral points for 
assistance. 

s.47G
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• Media management of all journalist enquiries with responses aimed to 
increase coverage of MHR in all media outlets nationally and locally. 

• Spokespeople availability including Agency management, clinical 
representatives, consumer champions and stakeholder partners. 

• Proactive identification of media opportunities with minimum 1 x media 
call per week during the opt out period. 
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• Tailorable materials have been provided to PHNs to populate with locally 
relevant imagery. The availability of tailorable materials has also been 
communicated to all NACCHO members via email, and they will be able to 
access these through their PHN.  

• Translated print materials have been made available in Yumplatok and 
Kriol including the poster, brochure, general factsheet and security and 
privacy factsheet.  

• Translated audio and video materials in thirteen additional Aboriginal and 
Torres Strait Islander languages based on analysis of 2016 Census data. 
These will be made available on the Agency microsite and via the 
Aboriginal Community Controlled Health Services (ACCHS). Please note: 
These language resources were delayed due to interpreter availability. 

• Paid advertisements on Imparja TV which reaches remote areas of 
Australia (excluding WA).  

• Videos of Aboriginal and Torres Strait health providers and consumers 
have been recorded and are available online. These include:  

- Digital Health hits the road with the Awabakal Medical Service - 
when paper-based records became unfeasible to manage, the 
Awabakal Medical Service went digital, and discovered that quicker, 
more secure access to health information leads to better outcomes.  

- Rob & Sandra’s MHR Story - Rob and his wife Sandra use MHR when 
they travel, to give their healthcare providers a convenient snapshot 
of their health, so they don’t need to worry about remembering and 
repeating their health history.  

- MHR supports Esther after health scare – Esther Montgomery, an 
Aboriginal LGBTI woman, is living with a number of chronic health 
conditions including high blood pressure, high cholesterol, diabetes 
and stage 2 renal disease. Her initial concerns about confidentially 
were overcome when she learnt more about MHR's privacy and 
access controls. Esther is encouraging everyone to find out the facts 
about MHR to decide whether it's right for them. 

Enhanced consumer support services 

• Enhanced Consumer Support Services have been developed for identified 
populations, including Aboriginal and Torres Strait Islander populations, 
that do not have access to, choose not to, or are unable to, use the phone 
or online channels to elect not to be registered for a MHR.  
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• The Agency has introduced an Election not to be registered (opt out) form 
for MHR and has engaged with ACCHS,  and 
Australia Post outlets to make these forms available. ACCHS will provide 
assistance to their consumers to complete the form. 

Other channels 

• The Agency will also be communicating to Aboriginal and Torres Strait 
Islander consumers about the MHR Expansion Program via local 
Indigenous radio, local events and networks, Facebook groups and 
engagement with local champions and advocates. 
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Joint committee on Genomics  

• The Joint Committee, established in 2017, is a collaboration between the 
Australian Genomics Health Alliance (Australian Genomics) and the 
Agency.  

• The purpose of the Joint Committee is to advise, exchange knowledge and 
contribute to building the evidence to inform how digital health can 
support the advancement of precision medicine and other public good 
activities that are enabled by the integration of genomic information with 
health and related data. 
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900,000 registered health practitioner’s access to system 

• Some media reporting on privacy elements of the MHR system have 
required clarification since the opt out period began.  

• In particular the assertion that the system is open access and available to 
900,000 registered health practitioners who can see people’s sensitive 
medical results.  

• This is incorrect. 

• Only registered health practitioners directly involved in the care of a 
person may access their MHR. 

• Deliberate unauthorised access of a person’s MHR may result in criminal 
penalties, including up to two years in prison and $126,000 in fines. 

Types of Individuals who can received an HPI-O (see list below) 

• While a number of health professionals are eligible to apply for an HPI-I, 
they still must be part of a Registered Health Care Provider Organisation. 

• These provider organisations must have conformant clinical software and 
appropriate security and privacy protocols in place.  

Administrative staff access to MHR  

• Administrative staff — or any other staff — who are not involved in 
providing healthcare are not permitted to access MHR.  

• Healthcare provider organisation access is logged in the patient’s MHR.   

• If an individual or corporation were to misuse information in the MHR 
system they would be subject to criminal and civil penalties. 
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AHPRA Registered Practitioners Self-regulated professions  

Aboriginal and Torres Strait Islander 
Health Practitioner 

Audiologiologists 

Chinese Medicine Practitioner Arts Therapists 

Chiropractor Holistic and Transpersonal 
Counsellors 

Dentist Social Workers  

Medical Health Professional Counsellors 

Medical Radiation Practitioner Diabetes Educators  

Nurse and Midwife Natural Therapists 

Occupational Therapist Traditional Medicine Practitioners 

Optometrist Dietitians 

Osteopath Exercise and Sports Science Providers 

Paramedic Herbalists  

Pharmacist Psychotherapists 

Physiotherapist Paramedics 

Podiatrist Pedorthic  

Psychologist  
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Privacy breaches 

• The term ‘privacy breach’ is not defined in legislation but is a term 
commonly used in the community.  

• A reasonable person would say their privacy had been breached if 
another person without authorisation had viewed their personal health 
information (e.g. test results, reports or medical notes).  

• There is no evidence of deliberate unauthorised access to health 
information in the MHR system. 

• The term ‘privacy breach’ is not a term we use in our management of the 
System — instead, we refer to data breaches as per the legislation. 

Office of the Australian Information Commissioner Memorandum of 
Understanding 

• The OAIC publishes reports on its activities conducted under the MoU 
(including information on data breach notifications) in relation to the 
MHR system. These reports are released on the OAIC website. 

• The last OAIC report (2016–17) was released in October 2017 with 
six data breaches reported by the System Operator which impacted 
11 people. 

• Separately, the Department of Human Services monitors and addresses 
fraudulent Medicare claims and processing errors and reported 29 data 
breaches to the OAIC.   

• These data breaches involved information created through fraudulent 
claims or processing errors which ware sent to the MHR. 

• In 2017–18, three data breaches were reported by the System Operator 
which impacted four people. 

• In addition, The Department of Human Services reported 39 data 
breaches resulting from fraudulent Medicare claims and processing 
errors. 

• All of the data breaches reported to the OAIC have been addressed and 
affected parties have been notified. 

Background 
• The 2016–17 OAIC report contains details of six data breaches reported 

by the Agency as the MHR System Operator. 
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provides for a consistent approach and governance model for delivery of 
large scale programs like the MHR Expansion Program. 

• In alignment with the PRINCE2 Methodology, the Agency Program 
Delivery Framework consists of four stage gates (Initiation, Plan, Delivery 
and Closure) and also defines the: 

- specification of required programs and project artefacts; 

- required entry and exit criteria for each program stage; and 

- stage gate and stage review compliances for each program stage. 

• MHR is delivered to a Program Delivery Framework which clearly defines 
the: 

- Program Governance framework; 

- the Quality Plans and framework; 

- the Risk Management Plans and framework; 

- Change Control Framework; 

- Benefit Realisation framework; 

- a communication strategy; 

- a Procurement strategy; and 

- a Program Implementation Plan. 

• The Program has a robust 3–Tier governance structure (Strategic, 
Programme, Operational) in place, consisting of: 

- Tier 1 — Agency Board and Program Board to oversee MHR 
expansion and is responsible for setting the overall strategic design, 
direction and alignment to strategy, overseeing all strategic 
investment decisions and responsible for the realisation of benefits;  

- Tier 2 — Program Management Office and Program Delivery 
Committee to oversee execution and provide decision and execution 
guidance at program level; and 

- Tier 3 — Program Management Working Groups to manage, delivery 
of projects within the program and manage day to day operational 
delivery of MHR Expansion.  

• A Reporting framework exists with an established cadence schedule of 
reporting consisting of: 

- monthly Agency and Program Board papers outlining significant or 
material changes, summary of budget position, agency levels of risks 
and issues; 
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• undertaking security awareness campaigns for the Agency’s workforce; 
and 

• conducting crisis management simulation exercises to improve the 
Agency’s preparedness to respond to a security incident. 

Additional background 

Security enhancements are implemented during the 2016–17 and 2017–18 
financial years have included: 

• enhancements to technical security controls  to 
improve cyber resilience; 

• strengthening host-based firewalls, host-based intrusion detection and 
prevention systems; 

• enhancements to application whitelisting, and file integrity monitoring 
tools; 

• improvements to inbound and outbound filtering processes; 

• enhanced audit logging capabilities; and 

• improved operational security vulnerability and compliance management 
processes and activities. 
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Auditing access to MHR  

Subject 
Comprehensive auditing capabilities are in place for the MHR system to meet 
legislative, privacy and security requirements. This enables the Agency to 
identify and respond to malicious or inappropriate use of the system. 

Key points 

Individual citizen/consumer auditing 

 All consumers who have a record in the MHR system can view a complete 
audit trail of all access to their record. 

 This audit trail provides details of the time and date of any access or 
changes to their record including consumer access, healthcare provider 
organisation access, authorised representative access, and any other 
access that occurs. 

 In addition, consumers can set an automated email or SMS notification 
for every time a new healthcare provider accesses their record, and every 
time the Emergency Access function is used on their account.  

 If a consumer identifies access to their account that they believe should 
not have occurred, they can contact the Agency, as the System Operator, 
who will conduct an investigation into the access. 

How is the individual clinicians details recorded? 

 A consumer’s audit history displays the Health Care Provider Organisation 
(based on the Healthcare Provider Identifier — Organisation), this is in 
part to protect the privacy of individual clinicians. 

 Where a healthcare consumer suspects unauthorised access, they should 
contact the Helpline on 1800 723 471 for the issue to be investigated. 

 The MHR System Operator is able to and frequently assist consumer to 
investigate individual access either through the organisations unique local 
identifier or the Healthcare Provider Identifier — Individual (HPI–I). 

 In all circumstances when information is uploaded into the MHR the 
author must either have an HPI–I or a Unique Local Identifier. 
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- An individual can cancel their record at any time.  

• The Office of the Australian Information Commissioner (OAIC) is assigned 
a regulatory oversight role in the MHR legislation, which is administered 
in part under a Memorandum of Understanding with the Agency. The 
OAIC undertakes a number of regular audits of the System Operator and 
publishes an Annual Report. 
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Background 

Privacy and Security Advisory Committee 

The functions of the Privacy and Security Advisory Committee are set out 
under section 51 of the Rule and include:  

• to examine legal issues in relation to Agency systems, including the 
following issues:  

- copyright issues; 

- data privacy issues; 

- confidentiality issues; 

- data security issues; 

- legal liability issues; 

• to provide advice to the Board in relation to issues examined under 
paragraph (a), including interim solutions to problems arising from such 
issues; 

• to make recommendations to the Board about the long‑term legal 
framework of Agency systems; 

• to monitor privacy and security issues in relation to Agency systems and 
to provide advice to the Board on the resolution of any problems arising 
from such issues; 

• to provide advice and recommendations to the Board in relation to 
standards (including compliance with standards) relating to privacy and 
security in relation to Agency systems; and 

• to provide advice to the Board about privacy and security issues 
encountered by users of Agency systems. 
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• 6.7.5 If you have any doubts or uncertainties, or if you believe that you 
have been exposed to medico-legal risk either as a result of using the 
PCEHR or not using the PCEHR, contact your medical indemnity provider 
immediately. You may always obtain your own independent legal advice. 
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• 2017–18 Budget measure continued and expanded the MHR allocating 
funding of $386.83 million (page 191, 2017–18 PBS). 

• 2018–19 Budget measure to develop a national digital baby book 
allocating funding of $5 million (page 197, 2018–19 PBS). 

Background 

• As a corporate Commonwealth entity, the Agency receives the 
appropriation from Commonwealth through Department of Health. 
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• Timely installation of certificates and activation of software by vendors. 

- The Agency and pharmacy software vendors have put in place 
strategies to deal with the demand from pharmacists to activate 
software. This includes better coordinated demand and resource 
planning and support for vendor help desk staff. 

• As of October 2018 there were 3,814 (69 per cent) community 
pharmacies registered for MHR with a target of  

 80 per cent registered by June 2019. This target is 
expected to be achieved because of the improvements made to the end-
to-end process .  

Sensitivities 

• Nil. 

Attachments 

• Nil. 
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Background 

• Nil. 

Attachments 

• Nil. 
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accessible by parents and healthcare providers and ultimately for that 
individual throughout their life. 

• The initiatives will test how information can be captured not only through 
a child’s interaction with the health system and other services such as 
school immunisation programs, but also through their mother’s relevant 
interactions during her pregnancy. 

• The consultations generated a large number of ideas that were 
consolidated and refined into five initiatives, which were then presented 
to the Agency Board for approval to progress into a proof of concept 
phase. The initiatives provide a momentous opportunity to make a lasting 
difference to the long-term health of all young Australians, given that 
many predictors of adult disease have their origins in childhood, and all 
five initiatives were approved. 

• Initiative timeframes and lead and partner jurisdictions are as follows, 
with descriptions of each project below: 

Initiative Lead  Partner Kick-off 

Child Digital Health Record NSW VIC FY 2017–18 

School Immunisations to Australian 
Immunisation Register 

ACT TAS FY 2017–18 

Digital Pregnancy Health Record QLD SA FY 2018–19 

Child Digital Health Checks NT WA FY 2019–20 

A National Child Digital Health Record  

• Currently a child’s health and development information is captured in 
hard copy baby books, such as the Red Book in Queensland, Blue Book in 
NSW and Green Book in Victoria. 

• These books must be carried between healthcare appointments by a 
child’s parents and carers, and are often forgotten or misplaced. This 
initiative will capture this information digitally so it is easily accessible by a 
child’s parents and families and available to healthcare providers where 
and when it is needed. 
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Upload of school immunisation records to the Australian Immunisation 
Register 

• Australian Immunisation Register (AIR) does not currently capture and 
record all of the vaccinations adolescents receive through the school 
immunisation programs. 

• Adolescents may be given a paper record of a vaccine they received in 
school, which is often lost or misplaced, meaning they have an incomplete 
knowledge of their vaccination history. This results in potentially missed 
vaccinations or duplicate vaccinations being given.  

• This initiative will support the upload of school vaccination records to the 
AIR so a full history of a young person’s vaccinations from birth through to 
early adulthood is stored securely in one place and accessible to them, 
their parents, and their healthcare providers. 

A National Digital Pregnancy Health Record  

• Currently a woman’s antenatal or pregnancy records are mostly captured 
on paper, with women needing to carry them between their healthcare 
providers and appointments. 

• These handwritten records are often difficult to read and providers need 
to double-enter the handwritten information into separate paper and 
digital systems, and this important information is often not brought to 
hospital when the woman goes into labour.  

• This initiative will develop a digital shared care pregnancy plan accessible 
by pregnant women and their healthcare providers. 

National Digital Child Health Checks  

• Child health checks such as the Medicare Health Assessment for 
Aboriginal and/or Torres Strait Islander People (MBS Item 715) are 
conducted by general practitioners (GPs) and Aboriginal Medical Services 
(AMS). 

• However, the information often stays within the GPs or AMS software, it 
is not shared electronically, and it is not readily accessible to other care 
providers.  

• This may limit the opportunities for early detection, diagnosis, and 
intervention for common and treatable conditions by a child’s wider care 
team, and reduces the ability to offer integrated care and to better 
identify any services a child may require. 
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• This initiative will digitise child health checks to help support the early 
identification of a child’s health and wellbeing needs. 

Research into the Longitudinal Digital Child Health Record  

• The implementation of the above four initiatives will help to build a 
longitudinal child digital health record. This will create a national 
repository of high quality, commonly understood, and structured child 
development information contributed by young people, their families and 
carers, primary care and jurisdictions. 

• This will be a valuable national asset that, following all required 
legalisation, policy and privacy protocols, could help researchers and 
policy-makers better understand children’s health and wellbeing needs, 
and ensure that policies and programs aimed at improving health 
outcomes for children and young people are evidence-based and 
informed by robust health research and data systems.  

• Some of the identified research themes this information could support 
include: 

- quality Use of Medicines in pregnant women and children  

- prenatal and early childhood influences into obesity’s developmental 
origins; and  

- research into early childhood development across developmental 
domains.  

*3301.0 — Births, Australia, 2016, Australian Bureau of Statistics. 

Attachment 

• Attachment A — A new national digital collaborative to improve child 
health media release 
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• The Agency is operating national infrastructure to high levels of 
reliability — the Healthcare Identifiers Service, NASH, Clinical 
Terminology Service, HIPS ‘middleware’ tool, online training and test 
environments. 

Budget allocation 

• N/A. 

Sensitivities 

• N/A. 

Background 

• N/A. 

Attachments 

• Nil. 
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Solution implemented for Organisations 

For healthcare organisations, the solution provides an electronic online 
process that supports the request, issuance and secure download of a NASH 
Organisation certificate. This solution also supports the renewal of certificates.  

The ability to request and receive certificates electronically:  

• removes paper-based forms and the need to submit verification details 
multiple times; 

• improves the manual processes in receiving a certificate, streamlining 
processes of the renewal of an expiring certificate;  

• eliminates processing and shipping delays and misplacement of physical 
certificate media; and 

- results in the ability for an organisation to obtain a certificate in 
minutes or hours rather than up to 20 business days. 
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Framework for action  

• Importantly, this is not the Agency’s strategy — this is Australia’s National 
Digital Health Strategy. That is why a Framework for Action has been 
developed with the Agency’s partners in the community to highlight the 
projects, innovations, public and private investments and new ways of 
working that will progress the Strategy’s seven strategic priorities. 

• The Agency has developed the Framework with all governments of 
Australia, and over 85 consumer, clinical and industry organisations 
shared with the Agency how their priorities align to the 44 priority 
activities outlined in the Framework’s consultation draft. They also shared 
details of the initiatives they are delivering which contributes to achieving 
the outcomes and benefits of the Strategy. 

• The Agency launched the Framework on 3 July to coincide with the 
commencement of the National Digital Health Strategy. 

• As steward of the Strategy, the Agency will continue to play a lead role in 
coordinating national activities to achieve the digital health vision, and 
realise the benefits for the healthcare system and the Australian 
community. 

Background 

• The ‘Your Health. Your Say.’ national consultation process which was run 
over five months and included: 
− Intensive outreach to consumers and clinicians in metropolitan, rural 

and remote communities across capital cities in all states and 
territories and regional centres including Broken Hill, Dubbo, 
Emerald, Gippsland, Port Headland, Toowoomba, Tweed Heads, Alice 
Springs and rural north western Victoria.  

• Workshops in all major cities organised by stakeholder groups — clinical, 
consumer and industry — to share themes emerging from the initial 
stages of consultation and to refine those themes into national priorities. 
− Three national webcasts, and a webinar in the Northern Territory 

and Western Australia that focused on rural and remote clinicians. 
− Overall, more than 3,000 people engaged with us through these 

interactions. 
• The cost to undertake this national consultation, including producing and 

designing the website and analyse the surveys and submissions, which 
elicited more than 1,000 responses, was $815,000. 
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Background 

• As a corporate Commonwealth entity, the Australian Digital Health 
Agency is required to prepare annual financial statements by the Public 
Governance, Performance and Accountability Act 2013. 
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Appendix 1 

Participant Countries and Territories 
as at October 2018 

 

 

 

Argentina 

Australia 

Austria 

Brazil 

Canada 

Hong Kong SAR 

India 

Republic of Indonesia 

Italy 

New Zealand 

Kingdom of Saudi Arabia 

Singapore 

The Republic of Korea 

Sweden 

Ukraine 

United Kingdom 

United States of America 

 

 

Chile 

 

 

 

Estonia 

 

 

Japan 

The Netherlands 

  

Portugal 

 

Poland 
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• Research has been undertaken to test the creative with consumers, to 
ensure that the creative will be effective in achieving objectives to help 
Australians make an informed choice, and to assure the effective 
utilisation of public funds on the expense of a TV campaign. 
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their attendance at evening and weekend events supporting provider 
education and community/provider awareness raising. 

• CRLs are allocated an hourly rate considered commensurate with their 
level of suitability against these requirements — see below. 

Clinical reference leads rates 

The CRL tiered levels of hourly and daily rates (GST exclusive) are as follows: 

Hourly rate Capped  
(8 hours) 
daily rate  

CRL category  

$250 $2,000 (3) Senior CRLs with relevant clinical experience, 
are considered leaders in their field, advocates of 
digital health and have many years of experience 
in the role, including with NEHTA prior to the 
Agency being established. 

$200 $1,600 CRLs, some senior, with relevant clinical 
experience and are considered leaders in their 
field and advocates of digital health. 

$150 $1,200 Junior CRLs with relevant clinical experience, may 
be leaders in their field and advocates of digital 
health. The variation in rates for CRLs in this 
group reflects their clinical experience and 
background (i.e. younger clinicians and/or those 
with less clinical experience but are 
demonstrated high achievers in their field, 
including Residential Medical Officers). 

 
• All CRL contracts also have a capped number of days which is within the 

limits of the CRL program funding allocation. 

• CRLs are selected to support the Agency in a range of activities based on 
their professional background and location.  

• Where possible ‘local’ CRLs are sourced to participate in activities to 
reduce travel and related expenses. 
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• The Agency’s intention was to maintain a CRL program that is 
representative of the Australian health sector and offers a diverse range 
of backgrounds, skills, experiences and perspectives to benefit the work 
of the Agency. The program also aims to maintain dedicated 
representation from across Australia.  

• The Agency has engaged CRLs who:  

- are active users of digital health and have an understanding of 
contemporary clinical practice and of national digital health 
infrastructure, its possibilities and limitations 

- are advocates of the establishment and adoption of a national digital 
health infrastructure and will represent the Agency in this regard. 
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