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Australian Government
Sub No. Attorney-General's Department

File No: 08/1219

ATTORNEY-GENERAL
Industry Consultation on a Mandatory Data Retention Regime

Deadline: As soon as possible to allow public consultation on a mandatory data retention proposal

Key Issues: You previously agreed (submission 1112 of 2008 refers) to the Department developing a proposal;

for a mandatory data retention regime, including the establishment of an Tntetagency Working Group (IWG)'to ,,

_advance work on specific details of the proposal, $37(2)(b), s47C(1)

The Department has finalised a draft document outlining the type of telecommunications data which would be
retained under the regime (the ‘data set’), options for storing that data and the scope of the proposal. The r
Department proposes to now consult with industry on these proposals,

AGD Analysis: Data retention in other international jurisdictions has been used as an effective tool to combat
serious and organised crime. Mandatory data xetention has been highlighted in | S47Cc(1)

5 ' Of interception legislation as a potential mechanism to combat serious
and organised crime in a global telecommunications environment.

Consultation with industry is esseritial for further consideration of the two year model for data retention.
Consultation will include consideration of the draft data set to be retained, possible storage models and the
associated cost and scope of the proposal. Indusiry will have strong views on all of these issues. |

Financial Impllcntlunﬁ: Consultation with industry will have no finaugial implications, though the data retention
proposal has cost implications for industry. o

I
Recommendation: I recommend that yow; ‘ J : ' i

(i) Agree to consultation with industry groups on the proposed data rétention regime, including the release
of the consultation paper at Attachment A and sign the letter at Attachment B secking the Prime
Minister’s approval for consultation, and at Attachment € informing the Minister for
«Commpnications of recent developments, .

/ - Signed / Not Signed / Discuss
) - .

- |. 7’
r.-:-"./:. ‘//// .............. /

For Catherine Smith
Assistant Secretary
Telecommunications and Surveillance Law Branch

- Attorney-General

/ / 2009

Cleared by:
{f McDonald . Roger Wilkins AO
/ /1 2009
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Background

[, You previously agreed (Subimission 1112:0f 25 Match 2008 tefers,see Attichniont D) to the
Depariment developitig a proposal fora mandatory data reteition schenit, consultation with governinent
agencles and the settiig up ofa Commonwenlth Infer-Agency Workibg Group (IWG) for the detiiled
development:of data séts to be yetained, the velention period and storage models, comprising The Depaitivisnt
m“t_!-le Privie Minister and Cabinet (Privacy and FOL Policy Branch), The Australian Yederal Police, The
Department of Broadband, Communicafions and the Dipital Boonomy, The Australian Competition and
Consutner Commission, The Australian Crime Commission, The Austialian Seoutities and Inveslment
Commisgion, The Austialian Securlly Intelligence Otganisation, South Avistralian Polioeand The Australian

Customs and Border Protection Service,

% | ' 537(2)(b), S47C(1)

{

3, As part of'tlie ngreed consultation progess 19, progress mandatory data retentioh poliey-development, T
now seek your apptoval to consult with the Telegonsinunicitions industey on the propossl, |

S47C(1)

1

The Data Relention Proposal
The proposal’s vole in the C}rgauiiu_:(l Crime Strategic Frameywork

4, The Gommonwenlth lias made an undertaking to ensure that the Commonwealth’s legislative
framowork 1s rosponsive fo the changes in (he context of setious and organised crime. The Orgeniised Crinie
Strutegic Iramewaork notes:
The Governmentt continunes lomonitorthe effectiveness of its leglslative and operational response lo arganised
erhme Lo ensure it vemains gffective to raspond o thanges in soclety; techiological advances and the eriminal
‘environmen.

5, A mandatoty data refention regime reflects the Commonwealth’s commitment to respond to rapid

technological and economic change.in the‘feleoornlijunicu[ions sectot.
6. Telecommunications data has the potential to address the full spectrum of organised trime activities.
When logking al elabsgs of nefivity put forwad in the franiework; telecommunioations data can tie offective
in the following ways:
‘ ‘- Mal|dalory’T§atu’.i{‘etc;niio:l’l?.'ég“'il'ne
C 2006
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Industry Consuliation

20, The maln lelesommunications ;wovid'msfa'_rid industey bodies that the Departmeiit will consull with on
the mandatory data retention proposal will be (but not limited {0) mobile and (ixed line carriers including

Mandatory Diita Retention Regiine
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Consultation

Jatternil

Eieral

22, As outlitied, sork on'this proposal has beenaided by ari Interagency Working Group,

23, Commonenlth enforcement agencics, such ns ABIO, ATP, Custoriis, AGCC and ASIC arc gtrongly
':a_tiypnrﬁv;;bfﬂ- mandatoty data relention regime, State and tewitory agencies ave-equally supportive of the
proposil,

24, PM&C Bardat' Smuﬂ‘ly aid Law Enforcement Branch have beeii consilted

Sensitivities and Medin Implicationy

25, Onge publio comment is mado-ona proposal for a mandatory data rotention negimait s likely to attract
cohsiderable interest from the media mid from pilvacy advocates. Thc} Department fill ‘prepite ielevant :
Question Time Briefi (QTB) and Minister’s Office Briefs (MOB) prior to industry donsultation.,

Mandatory. Data Retention Raglme
6of6
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Executive Summary

What Is telecommunications data?

Telecommunications data ls Information about the process of a communication, as distinct from its
content, This Intludes Information about the identity of the sending and receiving parties (‘A and B
parties’), when a communlcation started and stopped, and the type of communication {l.e. 4 phone
call, a web-browser sesslon, or a file transfer),

Access to telecommunications data for law enforcement purpuses |s regulated by Chapter 4 of the
Telecommuinicatlons (Interception and Access) Act 1979, which permits agencles to authorlse the
disclosure of telecommunlcations data where it Is reasonably necessary for the enforcement of the
crimingl law, i Jaw Imposing a pecunlafy penalty, of the pratection'of the public revenue: Chapter4
also contalns saparate provisions enabling aceess for natlmiql-ﬁhgur‘{_ty purposes,

Telecommunlcations traffle data and related Information Is currently kapt by carrlers for billing and
other business purposes and hos proven to be an Important tool for law enforcement and national
security agencles, providing both Intelligence and evidence for use when Identlfylng and prosecuting
offenders,

How Important is telecommunications data? "W

The data provides agencles with an lrefutable method of tracing &l communications from end-to-
end, and In retrospect. It can be used to reveal assoclations between members of criminal
organisotlons, os wall as provide expanslve intelligerice on the saclal hetworks of criminal and
terrorist organisatlons. s

po e ; : 2.
This dlata Is also extcemely usefil In refatlon to colinter-terrorlsm, glven the requirement for
sophisticatad planning In relation to terrorist activity, Data Interrogation can veveal the dally habits of
targets to enable targeted survelliance. Another benefit of telecommunlcations data ls that It can be
analysed after the fact to enable the development of detalled intélligence briefs,

Thie UK experiénce hef‘é‘h'l's;q shown thatthe avallability of this information cai be of great benefit in
providing exculpatory evidelice, allowlng police to rule out a person from an Investigation, antl to
Coronars In determining the clreumstances leading up to death,

By i f

(i}
In some sltutions, telecommunications type of data can be of equal or even greatir benellt than the
content of commursications. Whereas peopla can communicate In different languages, or using code
or other pre-approved systems which cannot be understoud by agencies, traffic data Is system-
generated and cannot be altered by the communicator,

The exlstence of this Jnformation becomes even niore vital as the use of new technologles, such as
Volce over Internet Protocol (VolP) and encryption, Ingfeases among agency targets, While these new
technoloples provide slgnificant technlcal challenges to the Interception regime, It Is vital that even If
agencies are unable to obtaln the content of the communications, they arestill able to determine
how and with whom a person has been communicating.

Page 3 of 15
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Why Is a mandatory data retentlori scheme necessaty?

With #n evolutiohary kend In the telecommunlcations industry towards Internet Piotocol (IP) hased
servicas and voiume based ¢harging models. there’ is the |lke!ih0c:d that the. tradltlonal huginégs
reasons for creating or retalning this Information may teéase, This concern Is notisolited to Australia;
dala retention Is aglgnificant toplc internatiohally.

In resporise, agencles have proposed that new requirements be introduced to ensure that the
telecommunications data currently retained continues to be available for law enforcement and
nallonal securlty purposes,

The European Unloni Is curmntlyimmemnnttng its data refention tegulation directive, In response io
the rapitl adoption of pew technologies. [ Is timely for Australla to also mnslder how the needs of
apencles van be met without unduly Impacting on the telecammunlcatlohs tndustry

"i :

il
- rE

Page 4 of 1%
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A, Data Set

12

1, 'Data necessaty to Idnhtlﬁr supplementary Informatlon regarding a reglsterad user of a service

1,1, All service types: '

4. current & historlcal name and address together with any assocjatetl account
Identifier (for example, the unique Identifier ised by the G/CSP to describe the
tustomer); ;

b. any sérvice cutrent or historlcal reglstered to the subscrlbers account {
| $37(2)(b), $37(2)(c)

c. rcurrant & historical supplementary ldemiricatlon/contuct Information|

$37(2)(b), $37(2)(c)

d, curranl & histarlcal service status |
$37(2)(b), $37(2)(c)

2. Data necessary to trace and identify the source of a communication) $37(2)(b), $37(2)(c)

21, Fiet netuiofk iid wobile hatworktefaphony:

a. service Identifier lfor example. the calling telephone pumber, EA64, IMEE),

b, Tull name of ;uhscrlhar' or reglsterecl user (contact name, billing hame If
 different);

c address of subscrlber of reglsteretl user (serViceand. 1 or bllling addresses at the

f “Hme of sarvlce acllvallnn and any amendmants since);

iy

2.2, luternetacqess / tntemet omall / internet telaphbnv.

] mastalner!dentlﬂer(s) allocated at the time of the communlcation (for example
“dyhamic oF staticIp adqrekkfor emall address and assignment perlod
: 48 Information, Wsername-realm identifier);

b customer Identifler{s) and telephotie humber allocated to any communication
enterlng the public telephong network (for example, Session Initiatlon Profacol
ddldress ar screen name);

¢ foll nama ofthe stibscriber of reglstered user to whom the customer \dentifler
T Was allocate& ta at the time of the communication (calitagt name, billing name
- dfdifferent);
d, address of the subscriber or registered user to Whom the customer identifier
was allocated to at the time of the communication (service and / or bllling
-addresses ut the time of service activation and any amendments since).

Page5 of 15
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8, Dati ii-ussnitu l‘dnmiithe destination of a communication. $37(2)(b), 537

3.1, Fixed network and moblle network telephony:

. network or service numbers dialled (the tele

¢ full name of subscriber or registered user (contact name, billing name if

different); e
d.  address of subscti ce and / or billing addresses ||

8.2, Internet access /internet email / internet telephony:

L8

a. service idenifier of the Intended reciplents of an internet telephony call (for
example user ID or telephone number);

b, network Identifier of the tpmmun'!uatlon {for exnmpIeTP address or emall

address, | username-realm ldﬂ}ttﬂer),

¢ full name of subscriber or reg’lslemd user (eqmntt name, billing 'ltgme If

differenth; . Bk e "

address of subscrit egistered user (service and / or bllling addresses |

4. Data necessary to lde'in'lfy t’hu date, time and dumﬁdﬂfﬂ a communication
at, .

4.1, Fixed network te]aphnny and mnhﬁe r‘;etwufk tulephorlv

ot

. .y @ dateand time ﬁflhb slnrt and end of the communlcﬁtlnn

"4|

blll,

4,2, Intérnet access Hmema; a;nall fmtgrpet telaphonv.

8. Hatear ,-timaofthelog Anand log-oftonhem et a
emall brlntemettele hony service | & ),

Page G of 15
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5. Data necessary to ldentify the type of communication

5.1, Fixed network and moblie network telephony:
$37(2)(b), $37(2)(c)

5.2, Internet agcess / Inernet emall / intemet teléphony:

. Internet service used (for example ADSL,. Wi- H Dial-up, fixed, wireless or
mnblla),

6. Data necessary to Identify users’ communlcation equipment oF what plirpnrzs to he thelr
enuipment

6.1, Flxed network telephony: g
a, calling and called telaphone humbers;
6.2, Moblle network telephony:

a. callingand called telephone numbers;
b.  IMS!of calling party;
& IMEIof calling party;
d. IMS of called party (if avallable);
‘e, IME| of the called parw (IF avallable);
f.  forpra-pald services ~date and time of Inltlal actlvation and cell 1D from which
. the service was activated;

6.3, Internet accass / Intetnet email / Intérnet telaphony;

2 calling telephnne number for dial-up access;

b, the Dlgial Subscriber Line (DSL) of other end polnt identifier of the originator of
the communication’ ~ 537(2)(b), S37(2)(c)

c. Inthe case of cellular provided access, $37(2)(b), S37(2)(c)

d, ' Inthe case of cellilar provided access, $37(2)(b), $37(2)(c)

0, :for pre-pald services — date and time of Initlal activation and cell 1D from which
the service was activated,

7. Data necessaty to ldentify the locatlon of communication equlpment

7,1, Moblle services {Including wireless Intetnet services):

a the locatlon lahel (geli 'ID) &t start and end of the communlcation
537(2)(b), $37(2)(c) '

Camk e w4 R e
e e

o
Ceam N RE WY R o
15 : '
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B. Datg Set Explanatory Statemients

s

A, Intént of Date Set Reguiramants

This section of the document putiines the purpose & Intent of each specific retention requirement
from the Data Set I‘ormln’g parl of the mrﬂa—bnmnge Service Provider Dota Retention Regime. This
isection should be considered in conjunction with the Data Sel to provide further explanation to thie
s!ven Ddiasquulmmunt

Nole; Any examples given ihroughny't this.document are illustrative oly. An example, or Jack of, does
not Indicate only data pertalning to the spedific exemplifled scenarlp,sh,ould be retained,

i S - TR =
I, all ﬂ,r“?'lg Y z H" oyl G iy ‘me
Section ong ﬂéw{bes retentiop requlrsmants for puttpmﬁf admlnisi:ratlon

Thts req uiremant In t ds ti:‘cupture both premntané past aubi

314 addresses information, a5 Is known, or r Was ean kn own, to thas
“This requirameminrg'_dsto capture pny se

L1 featiire Information which m

e | account.

1.1.¢

1id
cbmmurllcatlon i

This requlremqht'lujwndﬁ
2,1a | senvice atthiz me

2ab | Inthecase where the inftiating pnrlv‘sﬁd terminating party name detail
to theé provider It Is intended bath party's details are retalned, An example of tbls
Informatlan |s the subscriber's full name and or business naine,

This |equlrembnt Intends 1o captule tie address {and subsgguent refated emlrlas
such as the billing: nddress} nfthe subscrlber In the successfu
537(2)(b), $37(2)(¢)and the history nr nhanges th #his information should a change be

2 tade. In the case where the. initiating party and termiin ng party address detalls are
known t the: provider it s Intended both party’s detalls are retalned. An example of
; this information Is the siibscriber's full agl&lress and arbusiness address.
“ This requirement intends to capture any ldentifierallocated tvlﬂch uniguely describes
i ‘
228

Page B of 15
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Requiremeiit |

T R Initent

2,2b

2.2¢

| .
| 'This réquirement intends to capture the name (and subseauent related entitles such

This requlrement Intends ta capture any Identifiers allocated to a subscriber's
communlcation when entering the public network. i
1 $37(2)(b), $37(2)(c), S47C(1)

|
|

ds the billing name) allocated at the time of the communicatioh, In the case whereby
the Inltlating parly and termlnating party hame detalls are known to the provider it s
Intended both party's detalls dre retained. This requirement Is the corresponding tata
requirement of that outlined jn 2,L.b, An example of this Information Is tha
subscriber's full name and or business hame, !

224

This fequirerent Intends o cipture the address (and subsequont related éhtities
sueh as the billing address) allocated at the tlmh of the éomrnunlcatlnn ,

537(2)(b), 537(2)(c), S47C(1) In the case whereby the Initiating party
and terminating parly address detalls are known to the provider It Is lnlendud both
party’s detalls are retalned. This requirement Is the corresponding data requirement
of that outlined In 2.1.c. Ah example.of this Information Is the subscriber’s full

| address and or business address,

Sectlon three describes retentlon requirements relntlng to the destlngtlon of
communlcatlon,

s ]

Thls requirement Intends to capture ahiy nhinbers iransmlttecl to thu network to
cause a communlcatlon to take place,
$37(2)(b), $37(2)(c)
An example of this Is a talephone number of

. | other numbers as dialled by the subscriber.

'3.1.[]

'This requirément-intends td capture the scenarlo In whlch ‘acomimunication is routed
to a subsaquent nuniber to that retalned In 3;1;a. Exaimplés of this I$ the number to
wlﬂch a call was forwarded, a vqlceuﬁé]! short-dlal ta full pymber translation or a 18,
a,auo, 1800 prefixed.nimber to other termination number translation,

SJLQ

t

$37(2)(b), $37(2)(c), S47C(1) [i

1

1 Thls requiremant Intends to capture the address (and subsequent relqted enitities

stich as the bllling address) allocated at the tine of the communicatioh and the
history of changas sholld a change be inade, In the ¢ase whereby the Inltiating party

' and terrnlnaﬂng bany acldress detalls are known to the provider It Is Ihiénded both

party’s detalls are getalned ‘An example of this Information |5 the subseriber's full
address and.of. buslness address,

320

| This requlrément Intends to capture the service number, or other service identifier

representative of a service number, for the Ifidented reclpient ol an Internet
telephony call. An example of a service Identifier representative of a nuimber Is a SIP
URI.

3,2.b

This requirement Intends to capture the ldentifler allocated to the subseriber by the
network for communication. An example of o network ldentliter Is o usemame orip
atdress.

3.2.0

This requirement Intends to capture the name (and subsequent related entitles such
as the hlling name) for the party to whom the service or network identifier Is
allocated at the time of the communlcation, This requiremant Is the corresponding
data requirement of that outlined In 3:1.c. An example of this Information Is

The subscriber's full name and of business name,

"
- 4
1
&3
71
- S
Z23
1
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[ Requirerment.

3.2.d

' Thls mqu!rement Intehds 0 napluré the address (and subsequem relate:l entitles

such as the bliling atldress) for party to whom the séivice or fietwork Identifier Is
allocated at the time of the communication. This requirement s the corregpﬁnding
data regiirement of that outlined In 3.1,d, An example ofthis information Is the
subscrlber’s full addiess and or business address.

| Section four desciibes retention requirements relating to when communications

grcurred,

Al

This requirement hitends to capture the link between a communication and the t;me
at which |t occurred. $37(2)(b), $37(2)(c), S47C(1)

4.2

‘ rhls requirement intends to capluie the [Iak befwaen a communlcation ahd thut[me

at whiich It otcurred. $37(2)(b), $37(2)(c), S47C(1)

"\e:ttan five describes retention requirements for the type of communlcatlon :

51a

51.b

537(2)(b), $37(2)(c), S47C(1)

Thls Tequirement Intends to cab;ura the service type used in the. conirnﬂnicatlon
Examples of a service type are SMS, telephony, video telephony.

5.1

This requirement intentds {0 apture the way in which the network issetup to
facllitate the service gererally, or specifically an individual communication, An
example of this Is line conditioning forD5L nr\‘acsimile transmlséﬁon aver cellulat
networks.

528

“This requirement Intends 1o capnlre the type of access service tsed. An example of an
accessservice type 13 ADSL,

| Sectlon six deseribes retention requlrements relating to the equipment usvd in
communications

"I 'This requirement Intends fo capture both the number orlginnting thu communleation

and the retiplent numbpr for the commun|catlon, that Is, the numbér of both partles
in thes mmunlcatlnn. An example ofthis |$ the telephone number.of the A & B parly
in telephnne call,

Thisrequirement Intends to captureboth! tha number originating the commumcatmn
and the reciplent: number for the comn'uuntcatlon, that is; the number of hoth parties

| dn e communication, An example of this s the telaphone number of the A 8.8 party

in talephune l:all This requirément is the cotrespohding moblle telephiny

| fdquirement of ;hht outlined In 6.1.4.

G2k

This irequlfemenf intends to capture the unique Internatlana] subscrlberldent{w of
the party orig._gntlng the communication.

6o

This requirement intends to capturo the unlque hardware identlfir of the device used

to orlginate the communication.

6.2.4

This réquirement intends to capture the unldue interhational subsrrlher identity ‘of
the party recelving the commiunlcetion, This teqilirement is depﬁhdant on this
information belng provided tu the service provider of the cominunications originator.

6.2:e

This fequirement initends to capture th unique hardware Jdéntifler of the device used

| by the party recelvlng the communication. This requicement is dependant on this
| information belng provided to the service provider of the ¢ommunlcations originator.

Bl

This requirement Intents to capture the date & fime referenced to a time zone of thn ‘

‘ subscrlber's service acﬁvattan mﬂ%reg \gi7t!(1 ﬁ?csle?&:;!cl 1Icatar.

Lt [P T S S R
i
P Lo =L B B R S L A
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This section of the dacument provides definitions lhe for the purpose of this data set of any key or

ambiguous terms bsed,
Table 2,
Teim i et " Deflpitlon = oL e S
ADSL ‘| Asynchronpys Digital Subscﬂber Line.
' Broadband Remolte Actess Soiver, The BRAS terminates sgssions from an accesy
BRAS network gggregating theém into a tore network and can provide unlgue
Identifiers such as 1P address Lo subscribers
c/csp Carrier { Carriage Service Proyider. The definltlon of C/GSP used in this document
, is thee definition In the Telecommunlcatiotis Act.
i 537(2)(b), SS?(Z)(C), S47C(_1_.)
l
i' S$37(2)(b), $37(2)(c), S47C(1)
.'['!I al-U This term is taken tp meari an connection to 8 network made uslnga modem via
‘Dial-bp
: ‘the PSTN aliz
DSL 1 Digltal Subscriber Lina. e,
E.164 16 the ITU recommendatmn entilled the International Pub?fc
E.164 Telecommunication Numben‘ng Plon. This recommendation is taken to be the
international standard for telephane numbering.
Eived Télepkiony This term Is taken to mean telephony using devices physically conhected toa
network. i i
ENN Full National Number, . M L5
HepA High Speed Packet Access, Thls Is a moblle netwnrk data communicat!ons
W technology. 3
el International Mobile Equlpmem Identity. An IMEI ida umque'lh or 17 digitcode
used b6 Identify the hardware accessing 2 moblle networlk.
International Mablle Subscriber \dentity, An IMsl Is a unlque i5 d!gltnumber
[vIS| stored on the SIM card made (ip the Mobile Countiy Code, the Mobile Network
Code and the Moblle Subscrlber Jdentity Namber,
i -Acc‘ess This tefm Is taken to mean aceess (or a conneclion) to a publicly accessible

natwork: 4

Internet Email

This term Is taken to meéan emall senl or received viaa publicly accessible
network.

Internet This term Is taken tp meah phohe talls placed: utilising data tﬂmmumcatlons
Telephpny - Lethnniogv
P Interiiet Protacol.
| MAC | Media Access Control. i
PSTN ‘Piblit: Switched Telephone Network.
Short-Dial This term is taken to°mean the process whereby a pre-allocated number is
: translated by the network Into a full £.164 compliant nurbet,
s Sessloh Initiation Protocol Uniferm Resource Identifier. The SIP s specified by
1P-URI
RFC 38261, ; .
EMS Short Message Service.

537(2)(b), S37(2)(c), SA7C(1)

1 SS?(Z)lb), S37(2)(c), S47C(1)

BE s b
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ure Unlversal Time, Coordinated. '
This term Is takeh to mean telephony utillsing Images accompanylng audible
Video Telephany communicatlons,
Volp Volee over Internet Protocol,
VPN virtual Private Network, :
WIE ‘This term Is taken to generleally mean Wireless LANs (WLAN).

RELEASED UNDER THE FOI ACT 1982 BY THE ATTORNEY-GENERAL'S DEPARTMENT
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3, Iusteative Data
s s e el sty e iy e the expected type o data to bé rétalned for
'ﬂlc?' sp-é; : Mﬁuﬁﬂﬁ'ﬂ Q‘eﬂ“!l‘émmfrpm the Pata g];.ms‘:&,fthu% qﬂa Shﬂﬂlehk sIF ?@ﬁj ?
conjungton ith €he Data Sel and Intent stateients o provid further explanation to thegiven Data
Betreguirement. |

Wote: lustraive datn given throughaut thisdocument docs not ndicate thé epectad data format
rather only provides an indlication 8s to the type of h!ata<'thbf¢gg_1igmg,%; s intending to capture.
Ulustegtive data, or lack of, does not indfcate only data simllar that provided must be retalned,

Table 3.

Page 14 of 15
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ATTORNEY-GENERAL
THE HON ROBERT McCLELLAND MP

08/1219

The Hon Kevin Rudd MP
Prime Minister
Parliament House
CANBERRA ACT 2600

Dear Prime Minister

1 am writing to seek your approval to consult with the telecommunications industry on a
proposal that my Depatiment is working on to create a mandatory data retention regime,
under the Telecommunications (Interception and Aceess) Act 1979 (the TIA Act),

The possible regulatory impact on industry means that their support will be critical for its
success. My Department is now in a position where it can consult with industry participants
on a draft regulatory model.

Mandatory data retention has been highlighted in the| S47C(1) |
| asapotential mechanism to combat serious and organised crime in a global
telecommunications environment,

A consultation paper which will be distributed to industry partners is at Attachment A,

The action officer for this matter in my Department is|  S47F(1) | who can be contacted
on| S47F(1)

Yours sincercly ' /

R A g
s i b 4 S / T ¢
A / Y Ly

/ /'_‘.—‘ -

Robert McClelland

Parliament ;ﬁf‘i.'a%{‘i’i% bltjzyr:? ER(-,UI-l Efﬁ%b&qejlggﬁo?lg I&S %ﬂ.?l}%‘fﬁ%&l F(B%' EZQEPJ\%EM\EQL.ag.gov.au
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ATTORNEY-GENERAL
THE HON ROBERT McCLELLAND MP

08/1219

Senator the Hon Stephen Conroy

Minister for Broadband, Communications and the Digital Economy
Parliament House

CANBERRA ACT 2600

Dear Minister

[ am writing to update you on developments in relation to the proposed mandatory data
retention regime in Australia,

As chair of the Interagency Working Group on data retention, with assistance from members
including representatives of your Department, my Department has completed work on a draft
data set, options for storage models and a proposed period of retention of two years.

1 have written to the Prime Minister (copy attached), asking for his approval to begin
consultation on the draft proposals with telecommunications industry participants, I will keep
you informed as to the progress and outcomes of these consultations.

I would like to thank Officers from your Department for their assistance in this project.

The action officer for this matter in my Department is|  S47F(1) |, who can be contacted
on  S47F(1)

Yours sincerely ot ’
" ,/"
/

Robert McClelland

Parliament lﬁ)ﬁ:‘s@f\&aﬂl}émg ER(!E‘EZEWC’FQMX M 67TPHR ‘%EB&@E%B&WN@.H&@V.“ u
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Australian Government
Attorney-General’s Department

Security and Critical
Infrastructure Division

subNo: 1112 :
File No:  08/1219 2 5MAR 2000

Attorney-General

Development of a proposals for a mandatory data retention scheme
Deadline: Nil

Issue: New and emerging telecommunications technologies have the potential to cause significant
challenges to the investigative abilities of Australian national security and law enforcement
agencies. A potential solution being considered by the Department is the introduction of a
mandatory data retention regime,

Action required: That you note the challenges being faced by Australian agencies in relation to the
availability of data and approve the Department’s progression of the proposal.

Recommendation

I recommend that you:

(i) Approve the development by the Department, in consultation with other relevant
Australian Government agencies, of a model for a mandatory data retention scheme.
e ~Approved'/ Not Approved / Discuss
S$47C(1) |
|
|

Signed l))Ij
[

07
m——— bl BT
Catherine Smith Attorney-General

Assistant Secretary s /
Telephone: |  S47F(1) S 7 12008

Q5 March 2008

Action officer:
ST
Principal Legal Officer
Telephone:|  S47F(1)

L o EBAAEE AN

Roberl Garvan Offices, Nni?oﬁa'ﬁﬁ‘i?.?glﬁ”\lﬂﬁﬁnw@F%&Fﬁ&?ﬂﬁnﬁ!{Tﬁ?&ﬂ%h‘ﬁ*ﬂ%ﬁ?&% Bﬁﬁf‘ﬁlb(@ﬁ%uv.nu ABN 92661 124436
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Background

1. This submission relates fo telecommunications data; that is, information dbout the process of
a communication, as distinict from its content, This includes information about the identily of the
sending and receiving parties (‘A and B parties’), when communication starled and stopped, and
the typse of communication (f.e. a phone call, a web-browsor session, or a file transfer).

2, Aceess lo telecommunications data for law enforcoment purposes is regulated by the
Telecomimnications (Inteyeeption and Access) Act 1979 (the TIA Act),. Chapter 4 of the TIA Act
permits agencies to auhorlse the diselosure of telecommunications data where it iy reasonably
necessary for the enforcement of the eriminal law, a kaw imposing a pecuniary penalty, of the
protéction of the public tevenue. Chapter 4 contains separate provisions enabling access for
national seourity purposes. '

The importance of telecommunications data

4,  Telecommunications teatfic data and related information s cutrently kept by cattiers for
billing and other business puroses aid has proven 1o be an Impoitanit tool for liiw enforcetnent and
-uatiqnnl security *aganoibg, providing both intelligence and evidence for use when identifying and
prosecuting offenders,

Vo
J

- S37(2)(b), S47C(1) R
t onn be used to prove an association between WO Of MOTe people, "
prove that Lwo o motepeople commutiicated at a purticular tisme (such as before the commission of
an alleged offence), or prove that a person was, or was not; in aparticular location at a pacticular
fime,

Dovelopmeiil of mandatory data feteiition soémpq
of 7
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7. The UK experiotice has also shown that the availability of this informatlon ean'be of grodt.
benefil in providing exculpatory evidence, allowing polive to rule out a person from an
investigation, and to Coroners in delerniining the circumstancés leading up to death:

Why a mandatory-datavetention seheme Is riecessary

" 10, With an évolytionnry trend in ‘the telecommunications industry towitds Internet Protocol (IP)
based sepvices and volunic bised charging models, there is the likelihood that the traditional
business reasons for cienting o totaining (his infotination may cense, This concern is not isolated
to Austalia; data votontion is n signifieand toplointemationally.

11, Inresponse, agencies have proposed fhat new requirements be inlroduced to ensure that the
telocommunications date currently retained contiruos to bo available for law enforcement and
natlonal sooutity putpbses.

12, 'The Ruropean Union is currently implementing its data retention regulation directive, in
response to the rapid adoplion of new technologies. 1t s fimaly for Atstralinto also consider how
the needs of ugenoies cai b et without unduly fmpacting on fhe telecommunications industry,

Tssnes
What ,J;In%igié;pﬁltt{ﬁ Woilld need to be reained?

13, Jnfarmation would fall into two geneial categorios: subsoriber information and traffic data,

i
Development of manidntory data -relention.m‘ue;?g
3.0f7
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14, Agehcies would requiré eariiers to retain sufficiont subscriber information so they covld:
o identity the subseriber to a telocommunications service, and associated subscriber detail
information, based on the service identifier, and
o identify-all services nnd equipment identifiers assoclated with n subseriber, based on a

subsctiber namo and/or other subsoriber detail information,

15, Apencies would require carriers to retain sulficient waflfic information so they conld:
o frace a gommuniocation S87(2)(b), S47C(1)
| ]
» nscertain the details of the communication, including!
¢ the fype of service wsed to communicate
o the time, ddte and duration of the eomufication
o
o the communications deyiee(s) used, and
o the looation of the communication device(s) (whether fixed, nomadic or mobile).

How lorig-would the daia need to be retained?

$37(2)(b), S47¢(1)

17.  Therois no consisten} internatlonal approath for data retention for law enforcement puiposes;
Some contitrics have explicit requivements, while others do not. The most consistent approach is
piovided by the European Union (EU). The BU dircetive requires member states to intraduce
Ioglsldtion to requite spectfic data to be rotained for law enforcement purposes for a petiod of at
least six months but ng more than iwo yeats, After thi peiod, the data is required to be destroyed,
ifthe catkier has no further business case requiring its retention.

What are the likely costs?

18, Generally, the types of costs agsqeiated with the proposal can be summarised 1§ follows:

Collegtion
$37(2)(b), S47C(1)

Development of mandatory dala retention scheme
40f7
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20, ‘This it not assessed {o be a large issué in relation to fixed and mobile telephiony, since |
industry seem to alrendy collect most'of the relovant data sets for billing purposes or could do so
relatively easlly.

Developiment of mandatory data yelentiori sgsiiﬂ?g
5 of
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Who wouild pay?

" 95, Under current rules, cartiots aro reimbursed by agencics for providing assistance o d *no-

cost/no-profit’ basis,

$37(2)(b); S47C(1)

What are the likely ii)y:hcrs?

27,  In considering this proposal, sevetal pogsible impacts must be considered,

28, As desciibed nbove, reliable acoess to lolecommunications data is sséntial to effective
investigations. Duc to changing techology, a failure to provide som Tegislative requirement to
collect and store this data is likely to see the steady erosion of investigative capabilities which may
have serious implications for the capneily of bolh law enforcement and national seoutity agen cies to

.....

perform their tasks,
Privacy

29, ‘The systematic collection ofteleoonmmnigaiiqns data has privaoy lmpiioutlpns, although
perhaps not as significant as may first appent, $inicé much of the information is already collected
and stored by earriers, $37(2)(b), S47C(1)

| - Ay

mandatory (lata retention scheme risks belng seen a8 increasing the threat to ptivacy.

30, It should he stressed that the pioposal dogs not ihvolve kegping records of the content of
communications - only the fact that the copmunioation oceurred,

Industry, iniiovation and changing tacﬁnulqg 55'

31, ‘The central concern of the telecommunications industry is that the proposal would require.
theim to collect and, depending on the model adopted, either store or transmit large guantities of data
for which there is rio business use, all of which incurs costs: To the extent that these costs ave

Development of mandatory data retention scheme
6ol 7
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imposed on industiy, it would raise business costs for compiinies opetating in Australia, reduoing.
profitability and/ox raising the prices of iclecommuntoations servicos on consumers,

Comment

gi.lﬁultaﬂon—'r-ltiteri!ﬁl

34, Flust Asslstant Seerctary; Security and Critical Infrastucture Diviston; Deputy Secretary,

National Secutity and Criminal Justice Group,

‘Consultation—external

35, Nong on this submission. However, as noted above, the requirement for data seténtion hes
been disonssed in dotail at officer Jevel with Austratian law enforcement agencies. “These;

discussions have indicated strong ageney support for the Department taking the lead 'in-d‘eveioglns’a

mandatoity diila fetention schome,
Media Implications

36, None it this stage, However, should (he data retention proposil proceed to public discussion,
it it likely 1o altract considerable interest from the media and from privacy advoeates.
The Department will ensure that these issues are addressed in more detail at the relevant time,

Resource Implications

37, 'None at this stage.

Developmenl of miafidatoty data retention sbhil?;
7 of’
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) Australinn o_wmnmn
Sub No: e
Attorney-General's Department

File No: 09/19662

ATTORNEY-GENERAL
The mandatory retention of telecommunications data by carriers and carriage service providers
Deadline: None

Key Issues: You have previously approved consultation with industry on a proposed mandatory data retention
regime (SB09/1922 refers) 3), S47C(1)

has been consulted on a model

1
]

agreed to by an Interagency Working Group (IWG).

AGD Analysis:

Financial Implications

Recommendation: I recommend that you:

(i) agree to

Agreed / Not Agreed / Discuss

(i) agree to further consultation with Commonwealth and State agencies, Office of the Privacy

Commissioner and targeted representatives of the Telecommunications Industry.
Agreed / Not Agreed / Discuss

ﬁ:‘t'::;:;00114l!'110'1
Catherine Smith
Assistant Secretary, Telecommunications and S
Surveillance Law Branch Attorney-General
17/ / 2009 ‘ / / / 2009
Cleared by: : _ 7 : ‘
GeolT McDonalc iles Jordana
N 4N 200 /€1 12 12009
Action Officer: :

3-3 National Cireuit, Barton ACT 2600 Telephone (02) 6141 6666  www.ag goVAL ABN 92 661 124 436
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Background

3. You have previously approved the development of a draft mandatory data retention proposal
(SBO8/1112 refers), consultation with government agencics on the draft proposal (SB08/2504 refers) and
subsequent consultation with industry and the Office of the Privacy Commissioner. S47C(1)

(SB09/1922 refers).

CABINETHCCONFBENSTE

Mandatory Data Retention
20of5
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