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Attachments: MS19-002869 - minister signed submission.pdf

For-Official-Use-Only

 
 
Andrew Kiley
Assistant Secretary | Assurance, Risk and Engagement Branch
Critical Infrastructure Security Division
Department of Home Affairs
P: 02  | M: 
E: @homeaffairs.gov.au
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From: Samuel GRUNHARD @homeaffairs.gov.au> 
Sent: Tuesday, 18 February 2020 11:53 AM
To: Craig MACLACHLAN < @homeaffairs.gov.au>
Cc: @homeaffairs.gov.au>; @homeaffairs.gov.au>;
Andrew KILEY @homeaffairs.gov.au>; 

@homeaffairs.gov.au>; 
@homeaffairs.gov.au>; @homeaffairs.gov.au>

Subject: RE: TISN for CI Resilience - request for info [DLM=For-Official-Use-Only]
 

For-Official-Use-Only

Hi Craig,
 
I understand you requested some information this morning about the TISN and the
Resilience Strategy. Please find below and attached, and let us know if you need anything
further for now.
 

·         The Trusted Information Sharing Network for Critical Infrastructure Resilience
(TISN) is the Australian Government’s primary national engagement mechanism for
business‑government information sharing and resilience-building initiatives relating
to critical infrastructure.

o   It is a trusted, non-competitive environment comprised of a significant
number of highly engaged industry bodies from across the banking and
finance, communications, energy, water services, health, transport and
food and grocery sectors. Similar business-government mechanisms exist in
Canada and the United States and form the basis of government-industry
critical infrastructure resilience arrangements in those countries.

·         The TISN is a mechanism through which government can and does engage with
industry on a broad range of issues, including all-hazards resilience, but also
including any issues government wishes to engage with critical infrastructure
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owners and operators on.
·         It is also the primary mechanism through which we engage with industry to deliver

the Critical Infrastructure Resilience Strategy (CIRS), last updated in 2015 and due
for refresh this year.

·         Through TISN, industry and government regularly discuss security, business
continuity and resilience measures, including industry preparation and response to
events.

o   While not operational, TISN groups have supported the national response to
the recent bushfire crisis, and are also assisting in delivering messages
relating to the COVID-19 outbreak. Lessons learned through these (and
past) events form the basis of ongoing resilience planning. As an example,
the Water Services Sector Group are developing best practice advice for the
water sector on recovery after a bushfire, with particular regard to drinking
water quality.

·         The Minister noted the approach to the revised CIRS in October 2019 (MS19-
002869 refers and is attached). The department therefore commenced industry
consultation regarding the revised CIRS in November 2019. The revised CIRS is due
for release in 2020 and will provide the policy platform for the more effective
delivery of resilience outcomes.

o   

o   A strengthened and reinvigorated Trusted Information Sharing Network for
Critical Infrastructure Resilience (TISN) will be used to re-energise
government-industry partnerships, and enhance and integrate
Government’s existing industry education, communication and engagement
activities, with an integrated view of security as part of the existing all-
hazards approach.

o   Industry stakeholders are engaged and highly motivated, and have provided
significant feedback on both the draft revised strategy, and how to best
structure the TISN to maximise outcomes for industry.

o   

 
Kind regards
Sam
 
 
Sam Grunhard
a/g First Assistant Secretary
Critical Infrastructure Security Division
Security and Resilience Group
Department of Home Affairs
P: 02  | M: 
E: @homeaffairs.gov.au
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From: @homeaffairs.gov.au> 
Sent: Monday, 17 February 2020 3:03 PM
To: @homeaffairs.gov.au>
Cc: @homeaffairs.gov.au>; @homeaffairs.gov.au>
Subject: TISN for CI Resilience - request for info [DLM=For-Official-Use-Only]
 

For-Official-Use-Only

Hi 
 
Minister Dutton’s CoS has asked for some information on the Trusted Information Sharing
Network (TISN) for Critical Infrastructure Resilience.
 
Craig is happy to receive the info via email from Sam. Are you able to arrange some details to be
sent to Craig by midday tomorrow?
 
Some basic details about the background and current status of the review would be ideal.
 
Kind Regards,

 

Senior Departmental Liaison Officer
Office of the Hon Peter Dutton MP
Minister for Home Affairs
Suite MG.46, Parliament House, Canberra
P: 02  | M: 
E: @homeaffairs.gov.au | @homeaffairs.gov.au  
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From:
To:
Cc: ; 
Subject: For Action: Minute: Review of the Critical Infrastructure Resilience Strategy [DLM=For-Official-Use-Only]
Date: Monday, 19 August 2019 1:24:06 PM
Attachments: Minute- Review of Critical Infrastructure Resilience Strategy.pdf

Attachment A. CriticalInfrastructureResilienceStrategyPolicyStatement.PDF
Attachment B. CriticalInfrastructureResilienceStrategyPlan.PDF
Attachment C. Critical Infrastructure Resilience Strategy Handbook.DOCX

For-Official-Use-Only

Hi 
 
Please see the attached Review of the Critical Infrastructure Resilience Strategy Minute signed
by Sam and relevant attachments for Paul’s consideration.
Please let me know if you would like the printed version with the attachments and I can bring it
over to you.
 
Regards
 

A/g Executive Officer
A/g FAS Sam Grunhard  | Critical Infrastructure Security
Security and Resilience Group
Department of Home Affairs
P: 02 
 

For-Official-Use-Only
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s. 22(1)(a)(ii)
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Option 2 – Partial Home Affairs Representation, Partial REAG Representation, All states and territories

Flights Accom Flights Accom Flights Accom Flights Accom Flights Accom Flights Accom Flights Accom Flights Accom
Home Affairs Reps
SES/EL2
To lead discussions and show attendees that this is a 
priority for Home Affairs. 400 250 1200 250 900 250 1200 300 350 250 500 250 1000 250

Assistant Director
Only attend the busiest meetings to assist in leading 
discussions and capturing information. 300 188 500 164

Project Lead
The primary strategy writer and project lead. This will 
allow full visibility of the process, participation in 
discussions and ensure all input is captured. 300 188 1000 156 700 143 900 220 250 148 500 164 900 147
Logistical lead
To coordinate the administrative and logistical needs 
for the roadshow. This will include set up of room, 
attendee tracking, catering, minute taking, 
correspondence. 300 188 1000 156 700 143 900 220 250 148 500 164 900 147
Estimated Travel costs for HA 0 0 1300 814 3200 562 2300 536 3000 740 850 546 2000 742 2800 544 $19,934.00

REAG Reps to travel
SYD 350 150 0 0
SYD 0 0 250 148
Perth 0 0 900 220
SA 0 0 900 220
TAS 300 164 0 0
Estimated Travel costs for REAG 350 150 0 0 0 0 0 0 1800 440 250 148 300 164 0 0 $3,602.00

Additional Resources (extimates based on 30 attendees)
 ‐ catering
 ‐ venue hire
 ‐ incidentals
Estimated additional costs $13,200.00

Projected total expenditure

ACT NSW WA SA

12001200 1200

NT QLD VIC TAS

4

1200 1200 1200 1200 1200
0 0

200 200 200 200 200 200 200 200
2000 0 0 0 0 0

1400 1400

$36,736.00

5 3 4 4 5 5 5

3400 1400 1400 1400 1400 1400
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